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Executive Summary
The FUTURAL project will provide a suite of digital Smart Solutions (SS) across five
domains to tackle key social and environmental issues. A comprehensive metasearch
platform will serve as the primary access point to FUTURAL's solutions, as well as allowing
for the search and retrieval of SS developed by other projects. This document outlines key
design principles and the architecture of the Metasearch platform. It describes the initial
service providers, which are the primary data sources for the platform, and characterises the
data they generate. The document also details several use cases for the Metasearch
platform. It identifies both user and functional requirements for the platform. The main
components of the Metasearch platform's architecture and how they interact are clearly
presented. The methodology for implementing Large Language Models to improve data
access is explained in detail. Additionally, the concept of dataspace, aimed at enhancing
interoperability and the structure for data governance, is thoroughly discussed.
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1. A review of the Smart Solution provider-specific Data
Attributes
The group of 5 Smart Solution Providers involved in the FUTURAL project are diverse, and
employ a wide array of methodologies to generate user-centric data. In this section, we
thoroughly analyse the primary data production attributes associated with each Smart
Solution, hereafter referred to as SS. Furthermore, we pinpoint significant challenges and
opportunities in the aggregation, indexing, and, ultimately, the search process within the
Metasearch Platform.

1.1. Circular Bioeconomy, Biodiversity and Ecosystem Management
(ALCHEMIA)

This Smart Solution (SS) provider engages in activities that span two distinct domains: (i)
bioeconomy, (ii) biodiversity and ecosystem management. The primary objective of the (i)
bioeconomy component is to map existing secondary resources, which may include
wastewater sludge, kitchen waste, and sawdust from the timber industry, and develop
innovative techniques for residue valorization. This may encompass processes such as
wastewater sludge fermentations, and the establishment of sludge wetlands for biomass
growth, among others. Another significant objective relates to the comprehensive mapping of
bioeconomy stakeholders, including wastewater producers, major hotels, sawmills, and other
supply chain entities with existing residue pathways. These stakeholders will be
interconnected to establish sustainable production-consumption pathways, encompassing
areas such as food, energy, and durable goods. The predominant attribute of data
production in this domain is its static nature, grounded in meticulous observations and
knowledge distilled through extensive research effort. The primary objective of this data lies
in the consolidation of intricate field-derived information and the generation of robust
visualisations aimed at facilitating decision-making processes for stakeholders and
policymakers. At the same time, this data type primarily serves as a valuable resource for
policymakers, decision-makers, stakeholders and domain experts within the bioeconomy
sector. Its utility for the general public is comparatively limited.
The goal of objective (ii) related to biodiversity starts with an assessment of biodiversity
states, encompassing data on species populations, global extinction risk assessments,
ecosystem information comprising coverage, structure, composition, and functioning of such
ecosystems. Subsequently, it goes deeper into the examination of impact drivers, i.e., the
various pressures that influence biodiversity states and the resulting consequences they
induce. This overall knowledge, coupled with the generated data, will be aggregated in a
Biodiversity and Ecosystem Management Application, facilitating ongoing monitoring of
biodiversity indicators and the implementation of proactive measures aimed at mitigating
biodiversity depletion in rural regions. The application will rely on data inputs from various
sources, including local stakeholders such as rural residents, statistical data sourced from
the European Union, national online databases, and data obtained from remote satellite
sources. The salient feature of this service lies in its dynamic data production characteristic,
offering persistent accessibility to the broader public and facilitating real-time updates. This
data primarily comprises quantitative metrics, and its ongoing, real-time updates serve the
dual purpose of ecosystem evolution monitoring and the generation of various data
visualisations. This dataset is built upon publicly available, widely-accessible raw data

8



D4.1: Report on Metasearch Platform design, data governance

structure, and interoperability components.

sources, complemented by citizen-generated feedback. In this context, it can be categorised
as high-level data that consolidates insights derived from raw data inputs. Additionally, this
data holds relevance across diverse user categories and can be harnessed for a wide
spectrum of applications, catering to domain experts and general users alike. For instance,
decisions such as selecting a residence location in a particular area may be influenced by
the area's biodiversity characteristics.
In summary, this Smart Solution (SS) provider is responsible for generating static data
stemming from in-depth research efforts, primarily tailored for decision-makers through data
visualisation. Additionally, it oversees the continuous, dynamic, and qualitative data flow,
serving the purpose of assessing the current ecosystem status and monitoring its evolution.
This dynamic data stream is achieved by the processing of publicly accessible raw data and
user-generated information. A portion of the data provided by these services is pertinent for
domain experts. At the same time, biodiversity data provides valuable insights that cater to
the needs of the general public.

1.2. Climate Adaptation and Mitigation (IHE-DELFT)
The primary focus of this Smart Solution Provider involves formulating hydrological models
designed to assess the efficacy of Nature-Based Solutions for flood and drought scenarios.
Furthermore, it entails the characterization of present flood and drought conditions within
specified regions and the analysis of prospective hydrological conditions under climate
change scenarios. This will be accomplished through the implementation of a climate
adaptation and mitigation digital platform, designed to facilitate the visualisation of
hydrological models and the monitoring of Key Performance Indicators (KPIs) that
quantitatively assess flood and drought conditions. This Smart Solution Provider will
generate a combination of static visualisation data and dynamic data derived from
continuous flood and drought monitoring. Notably, the service relies on unstructured
qualitative raw data, exempt from privacy concerns, to support its operation. The data serves
as a valuable resource for both the general public, especially in the rural areas where critical
agricultural practices are steered by weather and where forecasts are essential and
policymakers and decision-makers alike, who can use information from continuous
monitoring to make medium and long-term decisions supporting both agriculture and citizen
safety.

1.3. Resilience to Shocks (Tecnalia)
This Smart Solution Provider is focused on the ongoing surveillance of critical infrastructure,
leveraging mobile sensor networks and drawing upon established computational modelling
approaches for diagnostics, as well as cutting-edge Artificial Intelligence methodologies. Its
principal objective is the provision of early warning systems designed to anticipate potentially
critical events. At the same time, these methodologies and models are deployed for the
purpose of forecasting infrastructure conditions and conducting post-event assessments
following a disruptive incident. Data accessibility to end-users will be realised through a
crowdsensing digital platform, responsible for continuous parameter monitoring, real-time
visualisation of structural conditions under examination, and automated notifications to local
authorities in rural areas when data values surpass predefined threshold limits. The main
characteristic of this Smart Solution is that data production is highly dynamic, and mostly
effective and useful for the end user in the form of alerts. This type of data holds no privacy
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concerns. The Smart Solution relies on sensor data processing, employing advanced
models in conjunction with artificial intelligence (AI) techniques to generate infrastructure
assessments. These assessments take the form of visualisations accessible via the
crowdsensing platform. Simultaneously, ongoing data analysis and surveillance hold
particular importance for people tasked with the maintenance and enhancement of critical
infrastructures. From this perspective, this service can be viewed as producing sensible data
that should only be available to local authorities and other directly-involved third parties.

1.4. Citizen Engagement and Quality of Life
This Smart Solution provider operates on two complementary scenarios and as a result,
produces two different types of data. In the initial scenario, related to citizen engagement,
the main objective is the development of innovative platforms designed to facilitate and
encourage citizen participation in all endeavours undertaken by local authorities or
governmental bodies. This will be realised through the implementation of a Citizen
Engagement Digital Platform, which will encompass a suite of communication and
interaction tools, including virtual meeting rooms and collaborative dashboards. In this
scenario, the Smart Solution will not produce data per se. Alternatively, data produced
directly by users may be accessible via the aforementioned platform. This data will require
tailored privacy measures in accordance with specific legal regulations (e.g., certain
discussions may inherently require closed-door settings). On one hand, this scenario will
yield qualitative data, encompassing decisions and rulings pertaining to local government
activities, among other aspects. This data is dynamic, and is presented in the form of
continuous updates. It is also heterogeneous and unstructured. It can take any form from
meeting minutes to voting statistics, etc. At the same time, the Digital Platform enables the
collection of statistical data regarding citizen engagement, encompassing its extent and
diverse forms. This dataset is inherently quantitative and can be augmented with
visualisations tailored for a general audience. This type of data is also dynamic, however
characterised by a low rate of change.
In the second scenario, the Smart Solution provider is focused on the assessment of quality
of life. This evaluation refers to specific geographic regions and is influenced by factors such
as accessibility, routing to amenities, service area proximity, and the computation of travel
times to identify remote locations. The previously-mentioned information will be accessible
through a Quality of Life Digital Platform, which will provide visual representations of service
areas, data on service availability, travel time calculations, accessibility of public
transportation nodes, and descriptions of rural terrain characteristics that could impede
efficient access to services. The main characteristic of the data produced by this service
provider in this scenario is that it is inherently static, from the viewpoint of this project, as it
is less likely that accessibility characteristics will change in time-frames smaller than months
or years. The generated data consists of a combination of quantitative datasets, such as
accessibility metrics, coupled with visual representations, primarily exemplified by
geographical maps. These data sources are derived from publicly accessible statistical
repositories and comprehensive area analyses. The data is not subject to privacy concerns
and will be publicly accessible.
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1.5. Lifelong Education and Training
This Smart Solution provider is focused on the development of educational tools aimed at
endowing rural residents with the knowledge, skills, and cognitive framework essential for
lifelong learning. By doing so, it augments the human capital in rural regions, fostering
accessible and inclusive education and training opportunities, with specific emphasis on
women, youth, and marginalised demographics. To accomplish this objective, the Smart
Solution provider will design a digital platform dedicated to lifelong education and training.
The platform will encompass open-access courses fostering citizen engagement, integrated
discussion forums, chat rooms, and interactive learning activities. Moreover, it will facilitate
personalised recommendations informed by users' course history and preferences. The first
type of data output generated by this Smart Solution provider consists of educational
materials presented in multiple formats, including text, video, diagrams, and illustrations.
These materials are of a static nature and are designed to cater to a broad spectrum of
potential end users. At the same time, this service will also produce dynamic, quantitative
data pertaining to learner performance. Together with data related to user history regarding
course access, as well as the courses currently undertaken, this type of information will be
used for course recommendations. One privacy issue concerning this provider revolves
around the fact that teaching material would only be available institutionally, for all citizens
enrolled in the training process. Also, all user data will be subject to the following two
principles: (i) “privacy by design”: no personal data will be used in the Metasearch platform
implementation and (ii) “privacy by default”: the highest level of privacy will be ensured as a
default for all users. The stored data will be identifiable, erasable, and protected.

1.6. Summary
The following table succinctly outlines the distinctive data attributes associated with each
Smart Solution provider. The first column identifies the Smart Solution Provider, and the
second column identifies the activity responsible for producing data (the Smart Solution).
Some providers have more than one data producing activity. The third column, Dataflow,
refers to the changing nature of available data. Next, the column Data type describes data
presentation, be it numerical, or qualitative: consisting of visualisations, charts, maps, etc.
Some service providers will produce heterogenous unstructured data (e.g., lecture content
available by SS 5 - Lifelong Education and Training). The final column addresses issues
related to privacy, as they have been identified at the current stage of the project.

SS
No. Activity Dataflow Data type Data scope Privacy

issues

1 Bioeconomy
(ALCHEMIA)

static qualitative
(visualisations)

domain experts
primarily

no privacy
issues

1

Biodiversity
and
Ecosystem
Management
(ALCHEMIA)

dynamic
(monitoring)

quantitative,
numerical data

general public no privacy
issues

2 Climate dynamic visualisations & general public no privacy
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adaptation
and
mitigation
(IHE-DELFT)

(monitoring) numerical data issues

3

Resilience to
shocks
(Tecnalia)

dynamic
(alerts &
monitoring)

qualitative
(visualisations)

general public
domain experts
primarily

no privacy
issues for
alerts, privacy
issues for
monitoring

4

Citizen
engagement
(ICCS)

dynamic
(continuous
flow of new
information,
as well as
monitoring)

heterogeneous
unstructured data
(text), numerical
data (statistics)

general public subject to
privacy
regulations

4
Quality of life
(ICCS &
DLR)

static qualitative
(visualisations)

general public no privacy
issues

5
Lifelong
education
and training
(AUA)

static heterogeneous
data, qualitative
data

general public subject to
privacy
regulations

Table 1 - Data profiles for Service Providers

The initial observation shows that data produced by the Service Providers is diverse and has
both static and dynamic attributes. This diversity extends to the content itself, which may be
either targeted for the general audience or consist of confidential data governed by privacy
regulations. Furthermore, the scope of the data spans across a multitude of domains,
ranging from biodiversity to lifelong education, spanning geographically disparate locations
with minimal overlap. Nevertheless, it is essential to acknowledge the potential emergence
of additional Service Providers in the forthcoming Open Call, which may generate data that
intersects with the aforementioned datasets.

2. Metasearch Platform Design
2.1. Requirements

2.1.1. Data Requirements

In this section, we analyse the main requirements that we have identified for the Metasearch
platform, in accordance with the observations illustrated in the previous section. The main
role of the Metasearch platform is to compile results from all available data providers and
present them to the user as a unified set of search results. In terms of data aggregation, the
Metasearch platform must address the following issues:

1. It should establish a cohesive interface that serves as an intermediary between the
end-user and the collection of Smart Solution Providers and various Data Providers
operating within the project's ecosystem.
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2. Source selection: based on the user’s search1, it should identify the search's scope
as well as the pertinent Data Sources, in our context referring to Service Providers,
that are applicable to the specific search at hand.

3. Query distribution: the user search should be translated to a query using the query
language specific to each specific provider. In some situations, this could be done by
using designated APIs that are supported by the DBMS (Database Management
System) of the Provider. In some cases where data is simply presented as a
repository of raw files, the Metasearch Platform will index and store metadata
information relevant for the retrieval of such files.

4. Retrieval and aggregation: Relevant data for each search should be extracted from
the appropriate sources. More importantly, in cases where data is collected from
more than one Service Provider, it should be merged and possible data duplication
should be identified and mitigated.

5. Ranking: In designated cases when several sources may produce different
non-overlapping data, query results should be ranked by appropriate criteria (e.g.,
location, data timestamps, etc).

6. Presentation: Results should be presented to the user in a meaningful way.
Furthermore, data must undergo interpretation to optimise its potential impact on the
end-user. Also, the presentation should be achieved through a single interface that is
straightforward and easy to follow for the user.

7. Source discovery and caching: Appropriate tools for discovering and integrating
new Service or Data providers should be available. In this way, the Metasearch
Platform can support elastic scaling and customisation. The Metasearch platform is
primarily oriented toward metadata-driven caching mechanisms rather than direct
data storage. It is designed to implement caching mechanisms based on metadata,
facilitating the aggregation, maintenance, and real-time updating of information
pertaining to data types and the associated Service Providers offering them.

8. Privacy: The Metasearch Platform should put in place designated mechanisms for
ensuring privacy and security over data, in those situations when it is not designated
for the general public.

We envision the Metasearch Platform primarily as a tool designed for human interaction,
with a lesser emphasis on its possible role as an aggregation API available for integration by
third-party applications. In this context, we distinguish three primary categories of data
searches, anticipating that users will employ either one of these categories or a combination:

a) Metadata search: This form of search refers to the exploration of data availability
across diverse sources, emphasising data types rather than the data content. An

1 In this document we shall distinguish between a user query and a user search. A query is a specific
request made by a user to retrieve information from a database system or search engine, that is
specifically written in a language that the system understands. A search is the broader process or
action of seeking information from a data warehouse, using various assistant tools that may generate
queries as a result of the search.
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illustrative example of such a search involves verifying the existence of data
concerning the structural integrity of bridges in specific regions of Spain or the
biodiversity metrics within the same designated geographic area. This search variant
proves invaluable in enhancing comprehension of the data scope offered by existing
services (via the Metasearch platform), and its utility is particularly anticipated among
domain experts, specifically scientists in specialised fields that directly rely on such
data.

b) Raw data search: This search category is the core function of any standard data
retrieval system. It operates akin to conventional retrieval and search engines,
facilitating the extraction and presentation of images, text and numeric datasets
supplied by Service Providers. Notably, this mode of search is especially useful for
users of specialised domains who possess a clear understanding of the specific data
they require but lack knowledge about the sources from which the data can be
procured. It effectively bridges the gap between user knowledge and data source
discovery. Examples of such searches include retrieval of files or data, by name,
content or metadata information. These files may contain visualisations, weather
forecasts in either interpreted or uninterpreted form, etc.

c) Semantic search: This category of search is specifically tailored to accommodate a
wide spectrum of non-expert users, who leverage the Metasearch platform as a
vehicle for acquiring knowledge with a dual aim: (i) to facilitate their personal
understanding and to catalyse socioeconomic development in rural areas, serving as
an inclusive information gateway, catering to individuals who may not possess
specialised expertise, ensuring that they can access, comprehend, and utilise data
resources effectively; and (ii) to play a pivotal role in fostering progress in rural
regions by providing accessible and comprehensible information, ultimately
contributing to their development and empowerment. Semantic search is an
advanced information retrieval technique that goes beyond traditional keyword-based
search methods. It seeks to understand the intent and context behind a user's
search and the meaning of the content within the data provider (or providers) being
searched, rather than simply matching keywords.

2.1.2. User Requirements

In order to highlight some of the main requirements necessary from the user perspective, we
start by examining several illustrative examples illustrating various user search queries that
our Metasearch platform aims to cater to. Additionally, we provide concise descriptions of the
requisite data flow for addressing each unique search scenario.

Search example 1:

“Retrieve all data from IHT Delft on draughts in the Birda region”.

For this particular query, a metadata search (of type (a) as presented above) is needed
instead of a direct data search. The Service Provider that is targeted is IHT Delft. The
Metasearch platform will handle this query by utilising cached metadata to aggregate
existing draught reports. It will then inform users about the relevant time intervals and
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geographical locations where data is accessible.

Search example 2:

“What kind of data is available on intervals of drought in the Birda region?”

Unlike the previous search, this one does not target a specific data provider. The
metasearch platform will use metadata information to identify the appropriate service
provider or providers that own relevant data on droughts. The Metasearch platform will put
in place mechanisms for dealing with data overlapping and also implement merging
strategies, where possible.

Search example 3:

“Retrieve all data reports on catastrophes in the Durangaldea region”

Unlike the previous search examples, the present one refers to actual data collection.
Moreover, addressing this type of search is not possible using basic keyword-driven
retrieval techniques. The term “catastrophe” identifies a lexical field which might include or
refer to information regarding extreme events that have affected the integrity of bridges. At
the same time, it might also refer to extreme draughts that have affected the area. Finally,
it might target extreme changes in the biodiversity factors that characterise the designated
region. Properly identifying the potentially relevant Service Providers requires a careful
design of an input analysis tool that uses semantic information to pinpoint the scope of the
user search. Novel Machine Learning techniques will be applied for this task, and they will
be described in more detail later in this report. This example illustrates our type (c) of
semantic search.

Search example 4:

“Please provide recommendations for a trip by car to Durangaldea from Bilbao for a
holiday.”

This second type of semantic search illustrates a broader scope on the Service Providers
that can be targeted by this search, which is dependent on the data availability at each
Provider. For example, if the Crowdsensing application developed by the Resilience to
shocks Service provider has data that indicates infrastructure stability issues at the
designated location, then such data should be included in as part of the search response.
Other third-party services, for instance providing data regarding accommodation, as well
as data related to area accessibility as provided by the Quality of life Service Provider.
This type (c) semantic search example illustrates how semantic analysis is combined
with information regarding data availability to collect and compile a response.

Search example 5:

“Is the Pongau area appropriate for building a sustainable farm?”

This example of a type (c) semantic search adds a new layer of complexity. On one hand,
proper Service Providers together with data available at each location should be identified
and collected, as illustrated in previous examples. However, in this particular example, the
amount of data available on Biodiversity and other key factors that influence sustainable
farming may be overwhelming in size as well as complexity, for the average user. This
data can encompass various elements, including statistics, visualisations, area scores,
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heat maps, and more. To make sense of this extensive dataset, users may seek expert
guidance or compile their own conclusions. In order to assist the user, the Metasearch
platform will implement ML-based summarization techniques that distil vast amounts of
data into manageable overviews that are easy to understand for the average user.

Search example 6:

“Is the weather suitable for harvesting next week, in Birda county?”

This example of a type (c) semantic search is representative for the type of information
that is crucial for the average farmer in Romania, as well as in other parts of Europe.
Weather forecasts are indispensable for the organising and planning of agricultural
activities. Current technological advances, coupled with almost seamless mobile
broadband (3G/4G/5G) Internet connectivity in most rural parts of Europe, entail that
expert weather data is readily-available at these locations. Most free weather forecast
apps deliver detailed data on precipitation, on a daily as well as hourly basis. Moreover,
such apps provide expert satellite and radar data that illustrates, with a high precision and
in a continuous way, any type of weather trend. However, citizens in rural communities
often do not benefit from the availability of such data, due to: (i) technological reasons
(some, especially in Romania, may not own smartphones), (ii) lack of information - many
citizens may not be aware of the existence of such apps, as well as their features, (iii)
language barrier - most apps use English as the main language which is yet to be
pervasive in rural areas, and (iv) lack of expertise: weather maps or precipitation
probabilities are not easy to read and understand, especially for elderly citizens in rural
areas. In order to lift at least part of these barriers (for instance (ii) to (iv)), we plan to use
the ML-based summarisation techniques also mentioned in the previous examples.
Machine Learning, and especially Large Language Models, are tools that can expertly
transform weather charts and weather data (e.g., precipitation probabilities) into forecasts
expressed in natural language, with high accuracy, and also supporting translation into the
native language of the user.

Search example 7:

“What are the key initiatives on rural funding which are on debate in Kythira local
counsel?”

Our final example is an illustration of a blend of features already visited in the previous
examples. On one hand, this search requires semantic analysis of the input, involves one
or more Service Providers (e.g., Citizen engagement Service Provider), and may produce
a wide collection of results (local initiatives, announcements, minutes from local council
debates), that are not directly useful to the user, without data extraction and
summarisation, as directly achievable by Large Language Models. This goes to show
that summarisation is an indispensable feature in a wide variety of scenarios, that may
turn arrays of data, images, and a large body of text into a meaningful and compact
overview that directly benefits the non-expert user.

Search examples 1-7 showcase some of the main functionalities that can benefit both rural
communities as well as members outside them. At the same time, the examples highlight
the challenges involved in designing a Metasearch platform that caters to their diverse
needs. In what follows, we will highlight the core functionalities that form the central
components of the Metasearch platform architecture.
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➔ Semantic input analysis: This feature plays a pivotal role in ensuring a
well-informed and meaningful match between a user's search intent and the Service
Providers who possess data relevant to that specific search. Achieving this capability
relies on the utilisation of modern Machine Learning tools and methodologies,
enabling the platform to precisely and intelligently match user queries with the most
relevant data sources held by Service Providers.

➔ Semantic answer generation: We have identified a wide variety of situations, e.g.,
those illustrated by examples 3 to 7, where simply delivering collections of data, be it
numerical, graphical, or in plain text, is insufficient and not likely to be of real
assistance to the standard user. In those particular cases, we will employ
state-of-the-art NLP techniques for summarisation as well as text generation, in
order to offer understandable, compact and meaningful content, as well as
translatable to the native language of the user.

Based on all of the observations illustrated in this section, we highlight the main design
principles that will be at the core of the Metasearch platform architecture, in what follows.

2.2. Metasearch Platform Design Principles

2.2.1. The Futural Project as One Unifying Dataspace

The Metasearch platform serves as an integrative hub, unifying a large collection of Service
and Data Providers, with a focus on facilitating seamless integration with diverse and
disparate new, future Data Providers. Given the heterogeneous nature of these data
sources, our approach leverages the foundational concept of the Dataspace abstraction [1].
In this setting, our Metasearch platform takes on the role of a DataSpace Support Platform
(DSSP) [1], facilitating aggregation and management of these disparate data sources. The
key properties of a DSSP are:

➔ A DSSP must effectively handle data and applications available in a diverse range of
formats, accessible through numerous systems featuring distinct interfaces. Unlike
Database Management Systems (DBMS), which might selectively exclude certain
data, a DSSP is mandated to encompass comprehensive support for all data within
the dataspace [1].

➔ While a DSSP provides an integrated solution for searching, querying, updating, and
governing the dataspace, it is common for the data to remain accessible and subject
to modification through the native interfaces of the hosting systems. As a result,
unlike a DBMS, a DSSP does not exercise complete authority over its data [1]. This
is especially true for the Metasearch platform, which is solely responsible for the
discovery, access, as well as semantic interpretation of data, but not on data updates
of any sort, which remain in the responsibility of each Service Provider.

➔ Queries directed to a DSSP can result in different service levels, with varying
degrees of accuracy and performance. In situations where specific data sources are
incomplete, temporarily inaccessible, or data is simply missing, the DSSP will provide
the most accurate results possible based on the current snapshot of the dataspace.
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These three main properties of a DSSP correspond naturally to the requirements for the
Metasearch platform.

2.2.2. The Metasearch Platform Architecture

Fig. 1 - Overall Metasearch platform components

The overall design of the Metasearch platform revolves around three main components
which address the key issues highlighted in the previous sections. We briefly illustrate each
such component before delving into more implementation details regarding each one.

➔ The Input Processing Module is responsible for the analysis of the user search
input. More specifically, during this stage, human input is utilised to determine
whether the search focuses solely on metadata, demands data extraction from
external Service Providers, or encompasses both types of operations.
Simultaneously, this module is tasked with identifying, at the semantic level, which
Service Providers may possess data pertinent to each search. This module will
heavily depend on the application of NLP and Machine Learning classification
techniques to achieve this objective.

➔ The Metadata Management Module is responsible for the local maintenance of
metadata specific to all available Service Providers on the Metasearch platform. This
module will implement: (i) discovery, (ii) integration, and (iii) continuous update of
information data available at each Provider site. For each data item available at each
remote Service Provider Site, information regarding its timestamp, geolocation
attributes, general content, data format, range, etc., will be available. Combining
information from the user search with metadata supplied by this module, the actual
Service Providers as well as data stores are matched.
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➔ The Data Service Integration module is responsible for the translation of the user
search to a collection of queries, in the language and format supported by each
Service Provider. This module covers all implementation details revolving around
query generation, execution, as well as privacy policies that may be in place for data
access. For the implementation of this module, we will use the Dataspace framework
described in more detail in Section 3.

➔ Depending on the type of user query, the results made available by the previous
module will be processed by the Semantic Data Processing module, which
combines both the user input together with the collection of results, into input for a
foundational Large Language Model which will compile the results in a
comprehensive human-readable answer.

We illustrate the interplay of these four components together with Service Providers, in
Figure 2 below.

Fig. 2 - Module interplay on a keyword and metadata-based user search

Figure 2 illustrates the dataflow for a metadata search of type (a) such as the one presented
in Search example 1. The user search is classified by the Input Processing module into a
metadata search. Metadata information regarding the Service Provider IHT Delft and the
data artefacts available at this location are identified and extracted. The Metadata
Management Module will update current metadata information in the case that it is outdated.
The metadata information relevant for the search is compiled and directly forwarded to the
user.
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In Figure 3, we provide a step-by-step illustration of the search process flow associated with
a complex semantic search, such as the ones presented in the search examples 3 to 7.
Here, the classifier captures the semantic fields associated with keywords such as
“weather”, “harvest” and “Birda county” (step 2 in Figure 3.). Available information regarding
registered Service Providers is supplied by the Metadata Management Module (step 3), and
allows identifying those Service Providers which are relevant for this current search. This
information is supplied to the Data Service Integration module, which is responsible for
generating appropriate queries for each identified Provider (step 4). Next, queries are
executed and results are fetched (step 5), in the cases where Service Providers use DBMS
for data storage and maintenance; alternatively, appropriate data files are downloaded in the
case where Providers do not support more advanced storage systems. The data retrieved
during the query process is combined with the original user search input and is fed into a
Large Language Model which will generate a distilled answer (step 6) which will be reported
to the user (step 7).

Fig. 3 - Module interplay on a semantic search

In those situations when data should only be retrieved, not processed by the Semantic Data
Processing module, the user will receive the raw result of their user query. Both the Input
Processing, as well as the Semantic Data Processing modules, can be safely bypassed, in
which case the Metasearch platform will behave as a conventional multi-site search engine.
In the next sections, we go into more technical detail regarding the challenges and
approaches specific to each module, with an emphasis on those modules that employ NLP
and Machine Learning techniques.
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2.2.3. Input Processing Module

This component is responsible for extracting semantic information from user input searches
in order to address them in the best way possible. Users have the flexibility to harness the
power of semantic information extraction or choose to disable it, using the Metasearch
platform as a straightforward search engine. To extract semantic meaning from a user query,
we employ cutting-edge Machine Learning techniques, including:
➔ Logistic regression. This basic and very fast approach is mainly used for binary

classification tasks and can be deployed for identifying the scope of the search
(metadata or simple data search).

➔ Support vector machines perform binary classification in those situations when
data is not linearly separable.

➔ Decision trees and k-Nearest Neighbours (kNNs) can both be used for multiclass
classifications. For instance, kNNs can be used to establish which of the available
Service Providers are semantically-relevant for a user search. Furthermore, decision
trees can be used to extract other semantically relevant information such as different
scopes of the current search. For instance, by using a decision tree, we can infer that
“last week” refers to a data interval starting 7 consecutive days before the current
date.

In order to build an effective classifier, relevant training data will be necessary. Such a
dataset will consist of a collection of examples provided by us together with
automatically-generated data which covers a wide range of possibilities the classifier needs
to understand. In the later phase of the project, we will also query data from users in order to
improve the performance of our classifier. All training data will also be cleaned,
preprocessed and normalised.

The Input Processing Module is instrumental in providing information relevant to the
formation of each query later on, by the Data Service Integration module.

2.2.4. Metadata Management Module

This component is responsible for all processes involving the discovery, management, and
update of all data sources that will be integrated with the Metasearch platform. Metadata can
be directly collected from each Service Provider or it can be assembled directly via indexing
of existing data artefacts available at each provider site.
Metadata will be used to enable faceted search, allowing users, via the Input Processing
module, to filter and refine their search results based on various attributes. Mechanisms
such as rich results, providing users with a brief summary or structured information regarding
some data artefact, can be used to fulfil data searches such as the one illustrated in Search
Example 1 (see Section 2.1.2). Metadata will target information across the following
categories:

➔ Content description: especially useful for rich datasets, providing information about
the content’s subject matter and scope. This is especially useful in order to assess
data duplication and enable the Data Integration Module to handle these situations
appropriately.
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➔ Geospatial data: enabling the metasearch platform to return results based on
location and geographic relevance, depending on the user location as well as the
geographical locations relevant in the search.

➔ Security and privacy: establishing whether or not a data artefact has privacy
constraints and specifying what these constraints are.

➔ Personalisation: metadata regarding past queries can be used to personalise
search results based on the user’s past search profile and preferences.

➔ Timestamping: especially useful in allowing data monitoring and examining trends in
datasets, as well as identifying the data artefact most relevant to a user search,
depending on the targeted date or interval.

If the data scope made available by Service Providers will make it necessary, we will enrich
the metadata with ontological concepts and relationships, to add more semantic context.
This will be realised as part of the Deliverable 4.2. Futural Ontology A from Work Package 4.
Ontologies can be used to integrate and link disparate sources of data by defining common
concepts and relationships. Metadata can then be used to provide descriptions and details
about the integrated data sources. Ontologies can be used to ensure that data from different
sources can be effectively integrated and exchanged. Combining metadata and ontologies
can improve search and discovery, especially when there is a fine-grained and considerable
overlap between data made available by Service Providers. While metadata primarily
focuses on describing features of data, ontologies are able to model semantics and
relationships within a domain. When used together, they can enhance data understanding,
integration, and interoperability.

2.2.5. Data Service Integration Module

The Data Service Integration module is responsible for creating queries, one for each
specific Data Provider that has been classified as relevant for a particular search, by taking
into account specific DBMS query languages available at each provider site, more precisely
their syntax and semantics. At the same time, many Service Providers may advertise their
data in a less structured format, for instance by publishing directories of publicly available
datasets. The Data Service Integration module will store information about each particular
database service level available by each Provider, and implement appropriate query
generation techniques. To make the integration with the possible Data Sources coming from
Smart Solutions, the Data Service Integration will be the endpoint of a data space. In other
words, we want here the Smart Solution to be in full control of its data, so one property that
will be guaranteed is Data Sovereignty. Next, Data Privacy and Data Interoperability needs
to be followed, and all these in the absence of a fixed data schema. So, in our vision, a data
space approach works better for the needs (details in the following Section).
Using machine learning to generate queries is an already well-established approach, which
is particularly valuable in natural language understanding. ML models, particularly those
based on deep learning [2], can take into account the context of the query and previous
interactions with the user to generate more accurate and context-aware queries. ML can
also be used to obtain faster and more memory-efficient queries. Location, as well as user
history data, can be appended to the query to enhance its scope. ML-driven query
generation systems can learn from user interactions and feedback to refine query generation
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over time. This leads to more accurate and relevant query generation. We anticipate
deploying such techniques, depending on the amount and types of data made available by
each service provider, as well as its characteristics.

2.2.6. Semantic Data Processing Module

The Semantic Data Processing module performs the key functionality of the Metasearch
platform: the aggregation of multimodal data (text, images, numerical data) retrieved from
each Service Provider, based on the user input search. The functionality of this module relies
on a foundational Large Language Model (LLM), such as GPT-4 or Llama2, which are able
to generate text understandable by humans, starting from the original search as well as from
the query results obtained from Smart Solutions. Figure 4 illustrates in more detail the
interplay between the Service Integration Module, Smart Solutions, and the Llama-2 model
(or a different model based on the same logic).

Fig. 4 - Module interplay on a semantic search

The dataflow specific to this module is as follows:

➔ The text classification techniques deployed by the Input Processing Modules are
used to determine the desired services to be requested from the user’s data search.

➔ For each available Smart Solution that is involved in the user’s search, the Service
Integration Module generates an appropriate query, performs it at the remote site,
and processes the query response.

➔ Responses are then aggregated by the Semantic Data Processing Module, and fed
to our LLM that was fine-tuned to interpret data in order to synthesise it in a
human-readable form. We discuss model training techniques in more detail in the
next section. The model is able to make logical inferences based on the user’s query
and the data provided by each service involved.
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➔ In order to better capture the semantic scope of the search, the original user search
is also fed to our LLM.

➔ The user response generated by the LLM will consist of a semantic aggregation of
the aforementioned multimodal data. The response is formulated as an answer in
natural language, in such a way that the interaction between the user and the
Metasearch platform is similar to a chat with an expert system.

We illustrate this pipeline on the Search example 6, introduced in Section 2.1.2.

“Is the weather suitable for harvesting next week, in Birda county?”

1. The classifier from the Input Processing Module identifies the target Smart
Solutions to IHT Delft’s hydrological model Service, as well as a local weather
forecast Service.

2. The metadata that is specific for this query is a data range (the last 7 calendar
days), as well as geolocation, which is “Birda county”.

3. The Data Service Integration model will assemble two queries, one for each
specific Smart Solution. As an example, the local forecast service API might use a
POST request, while IHT Delft might use a relational DBMS.

4. For the sake of this example, suppose that the IHT response comes in the form of
a feed over 3-day intervals, labelled with low, medium, and high probability of a
flood, as well as low, medium, and high confidence for the prediction. Similarly,
suppose the forecast service will reply with a .csv file describing daily precipitation
probabilities over the designated week. Furthermore, let us assume that the IHT
response produces 2 consecutive forecasts of a low chance of a flood taking place,
with a high confidence, followed by a medium chance of a flood with low
confidence, all expressed in the form of a text. Similarly, let us assume that the
weather service reports 5 consecutive days of 0 probability of rainfall, followed by
one day with 20% precipitation probability, as well as one day with 80%
precipitation probability.

5. The result of the IHT Delft query response, together with the contents of the .csv
file from the weather service, are fed to the large language model, together with
the initial search. The model generates a text which accurately describes the
combination of the two forecasts, e.g., “There is a low change of rainfall over the
following 5 days, with clear skies. The weather is taking a turn for the worse at the
end of the week, with high chances of a flood on the seventh day”. This result is
forwarded to the user.

2.3. Metasearch Platform Technologies
In the previous section, we have outlined architectural modules, as well as their functional
characteristics, and we have shown that many of them rely on state-of-the-art Machine
Learning and NLP techniques. More specifically, this is the case for the Input Processing
module, the Data Integration module, and especially the Semantic Data Processing module.
In this section, we delve into more detail regarding the necessary technologies that will
support the implementation of these modules, as well as a general implementation
methodology guideline.
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2.3.1. Classification Techniques

We have already mentioned logistic regression, support vector machines (SVMs), and
decision trees as algorithms and methodologies for ML-based classification.
Logistic regression is a statistical and machine learning technique used for binary
classification tasks, where the goal is to predict one of two possible outcomes (classes or
categories) based on one or more input features. Despite its name, logistic regression is not
a regression method, but a classification method. It is particularly useful when dealing with
problems where the relationship between the input features and the binary outcome can be
modelled as a logistic function. Although it is designed for binary classification, logistic
regression can be used hierarchically in order to achieve multi-class classification.
Support vector machines (SVMs) are powerful and versatile supervised machine learning
algorithms used for both classification and regression tasks. They are particularly well-suited
for classification tasks and known for their ability to handle complex, high-dimensional data,
while maximising the margin of separation between different classes. SVMs are primarily
used for binary classification, where the goal is to separate data into one of two classes.
However, they can be extended to multiclass classification by combining multiple binary
classifiers. SVMs work well when the data is linearly separable, meaning that a straight line
(in 2D), a plane (in 3D), or a hyperplane (in higher dimensions), can cleanly separate the
classes. However, in many real-world scenarios, data is not linearly separable. In cases
where the data is not linearly separable, SVMs can still be applied by using kernel functions.
Kernel functions transform the data into a higher-dimensional space where it becomes
linearly separable. Common kernel functions include the linear kernel, polynomial kernel,
radial basis function (RBF) kernel, and sigmoid kernel.
A decision tree is a popular machine learning algorithm that is primarily used for both
classification and regression tasks. It models decisions based on a tree-like structure, where
each internal node represents a test on a specific feature, each branch represents an
outcome of that test, and each leaf node represents a class label or a numerical value. A
decision tree is structured as a hierarchical tree, starting with a root node at the top. The root
node represents the entire dataset. Internal nodes, connected by branches, are used to split
the dataset based on feature tests, while leaf nodes represent the predicted class or value
for a specific subset of the data. In a classification tree, leaf nodes represent class labels,
and the majority class in a leaf is the predicted class for the data points reaching that leaf. In
a regression tree, leaf nodes represent a predicted numerical value, often the mean value of
the target variable for the data points in that leaf.

2.3.2. ML-based Query Generation

Using machine learning (ML) to generate SQL queries, as well as queries in similar
database query languages, is an evolving area of research and application within the field of
natural language processing (NLP) and database management. The goal is to enable users
to query databases using natural language or user-friendly interfaces rather than writing
complex SQL queries manually. The process of using ML to generate such queries is as
follows:

➔ The first step is to develop models for natural language understanding (NLU). Such
models can be trained to parse and understand user queries written in natural
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language. This involves tokenizing the input, identifying entities, recognizing
relationships, and extracting the user's intent.

➔ To generate SQL queries, it's essential to have a deep understanding of the database
schema, including table structures, column names, relationships between tables, and
the available data. This schema information is used to map the user's intent to the
appropriate SQL operations.

➔ ML models can be trained to classify user intents based on the parsed natural
language input. For example, if a user asks a question like "Will it rain tomorrow?",
the intent may be to retrieve data on precipitation probabilities for the next calendar
day.

➔ Once the user intent is determined, ML models can generate queries that match that
intent. This typically involves constructing SELECT statements, defining which tables
and columns to query, specifying filter conditions, and, if needed, performing joins or
aggregations.

➔ ML models can learn from user interactions and feedback to improve their query
generation accuracy over time. This iterative learning process allows the system to
become more proficient at understanding user intent and generating correct SQL
queries. This is also known as iterative learning.

2.3.3. Transformers

As already mentioned in the previous section, the Semantic Data Processing module is
responsible for generating a meaningful answer to a user data search, in natural language.
This is made possible using the transformer network architectures that support training of
large language models (LLMs). In this section, we highlight the major features of
transformers which are relevant for the Semantic Data Processing component of the
Metasearch platform.
Transformers [3] were introduced in 2017 as an architecture that by far outperformed RNN
(Recurrent Neural Network) [4] approaches that were state-of-the-art at the time, not only in
obtaining better results, but also in having a much reduced training time.
Prior to transformers, a popular approach to NLP was the encoder-decoder framework. An
encoder is a model responsible for transforming the input text into an internal representation.
Subsequently, a decoder utilises this representation to generate the output. The decoder's
internal representation condenses the meaning of the entire input into a fixed set of
numbers, which may result in information loss when the input sequence is excessively long.
The attention mechanism was created as a solution to this particular problem. Attention
enables neural networks to give different weights (or "attention") to each element in a
sequence. As such, tokens in a sequence will not have a fixed representation, but one
obtained by taking into consideration each token in the sequence.
The encoder and decoder are further replaced by “self-attention” in order to make
parallelization possible by removing recurrence from the architecture. The self-attention
mechanism enables the model to simultaneously consider various segments of the input
sequence when producing output. This means that each part of the input is encoded in
relation to the entire context. As a result, the previous limitations seen in the RNN approach,
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where information could be forgotten, is eliminated. Now, the input size is constrained only
by the computational capabilities of the devices running the model.
Another useful feature of transformers is the possibility of transfer-learning. The model is
split into two parts: a task-specific head and a general-purpose body. The body learns to
recognize language patterns and the relation between words by training on large-scale
datasets. The training of the body is called pre-training. Then, the model is fine-tuned by
making modifications to the layers that form the head, through training on a task-specific
dataset. The models obtained this way have a high generalisation capacity and can be easily
be repurposed and used in various applications.
This type of feature is particularly useful for the Data Service Integration module of the
Metasearch platform, in the following major ways:

➔ Fine-tuning can be deployed in order to improve the overall accuracy of the natural
language output to a user query.

➔ Fine-tuning can also be deployed as a per-Service Provider feature that enhances
the output of each such provider’s output. This entails that some, or even all Service
Providers can be serviced by models which are fine-tuned specifically to address
their needs. As an example, the Biodiversity Service provider can use a dedicated
model that has been fine-tuned to generate meaningful summarisations over
datasets pertinent to biodiversity. Similarly, the climate adaptation and mitigation
Service provider can be enhanced with another fine-tuned model for this particular
domain knowledge. In this way, finetuning is deployed at each Service Provider site
in order to improve search results before finally combining them into a user
response.

2.3.4. Large Language Models

Large Language Models (LLMs) are transformer models that have demonstrated remarkable
generalisation capabilities in understanding natural language in a variety of tasks. They use
deep learning techniques on massive data sets in order to train billions of internal
parameters, hence their name “large”. LLMs are pre-trained on a general dataset and are
later fine-tuned on a particular dataset designed for the task to be solved. This approach has
consistently led to better performances than training smaller dedicated models from scratch.
LLMs can currently be used in various tasks such as: text generation, text classification,
code generation, translation, summarization, question answering, summarization,
information retrieval and many more. The fact that LLMs are multi-purpose and can achieve
results that smaller models cannot has led to an increase in their use, so much that the
state-of-the-art LLMs are so performant that they can solve almost any NLP task with very
little fine-tuning on specific datasets. These features make them ideal candidates for
answer-generation as part of the Data Service Integration Module.
In the table below, we present some major state-of-the-art (as of October 2023) LLMs that
we have considered for the Metasearch platform implementation.
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Name of LLM Developer Open source? Variants (*)

Falcon Technology Innovation
Institute

Yes Falcon-7b
Falcon-40b
Falcon-180b-Chat

GPT-4
GPT-3.5

Open AI No
(**)

MPT Mosaic ML Yes MPT-7b
MPT-30b
MPT-7b-Chat
MPT-30b-Chat

LaMDA Google No

Mistral Mistral AI Yes Mistral-7B-v0.1

Llama-2 Meta AI Yes Llama-2-7b
Llama-2-13b
Llama-2-70b
Llama-2-7b-chat
Llama-2-13b-chat
Llama-2-70b-chat

Table 2 - LLM candidates for the implementation of the Data Service Integration Module

Table 2 illustrates the model name, developer, whether or not the model is open-source, as
well as its variants. The numerical value following the model's variant (*) name indicates the
number of billions of trained parameters it possesses. (**) GPT-4 has reportedly 1760b
parameters and GPT3.5 is speculated to have a size of 175b parameters. These values
have not been publicly confirmed.
In order to better understand which language model would be suitable for the Metasearch
platform, we performed benchmarking tests by comparing the pre-trained models against
GPT-3.5 for accuracy in answering and understanding questions on various topics. At
present, we consider the Llama-2 model as an ideal candidate for the Metasearch platform,
for the following reasons:

➔ It is open-source, which entails we can perform fine-tuning on our desired tasks for
optimal performance.

➔ It is a general-purpose LLM that can be used for various NLP tasks, including those
specific to other modules of the Metasearch platform

➔ It handles large-scale NLP tasks by providing parallel training capabilities for faster
results.

➔ Implementation is possible alongside popular ML tools and frameworks, such as
TensorFlow, PyTorch, and scikit-learn.

➔ Llama2 is being constantly developed and maintained by a large community that
provides support in the form of documentation, forums, open source projects,
research papers or even tutorials and code-snippets.
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➔ It is kept up-to-date with newest information so that it keeps its state-of-the-art
performance.

➔ it can be optimised through hyperparameter tuning and has built-in transfer
learning capabilities.

➔ As explained below, its 70b version performs better than most open-source LLMs
available.

Llama-2 has been pre-trained on 2 trillion tokens of data from public online sources using an
auto-regressive transformer. Its tokenizer uses a vocabulary of 32k tokens. Meta AI
conducted a comprehensive evaluation of its performance, subjecting it to rigorous testing
across various categories, including but not limited to code generation, reasoning of
common information, mathematical proficiency, reading comprehension, and an assessment
of its grasp on common knowledge about the world.
The 70b variant of LLama-2 surpasses all available open-source competitors in
performance, demonstrating remarkable parity with GPT-3.5 across a wide range of
benchmarks, with the notable exception of tasks related to code [5]. It is worth noting,
however, that GPT-4 still exhibits superior performance compared to Llama-2.
During its training on a large corpus of text, LLama-2 incorporates a vast majority of English
entries, accounting for 89.7% of the dataset, with a smaller but substantial proportion
devoted to code entries at 8.38%. Consequently, this implies that LLama-2 may exhibit
suboptimal performance when confronted with queries in languages other than English. For
this reason, we take into account using language-specific LLMs whenever translation is
necessary. LLMs for other languages (e.g., Italian, Spanish, etc.) are starting to become
available. Table 3 provides a breakdown of the sizes of various Llama-2 variants.

Model Storage
size Number of parameters (*) RAM/VRAM

requirements (**)

Llama-2-7b
Llama-2-7b-chat 13 GB 7 billion 14 GB

Llama-2-13b
Llama-2-13b-chat 25 GB 13 billion 26 GB

Llama-2-70b
Llama-2-70b-chat 129 GB 70 billion 140 GB

Table 3 - Number of parameters, size and memory requirements for each Llama variant

In Table 3, (*) the number of parameters refers to the variables that a machine learning
model learns during its training process. They also indicate the required RAM or VRAM
space needed to effectively execute the model. Assuming that floating point operations are
performed with a precision of 16 bits (2 bytes), the model, in order to run inference or
fine-tuning tasks, would necessitate 2 bytes multiplied by number of parameters. For
instance, Llama-2-70b would need 140 GB of RAM or VRAM. This can be obtained by
parallelizing the computations on two NVIDIA A100 GPUs, each equipped with 80 GB of
VRAM.
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Also, in Table 3:, (**) the values mentioned represent the baseline requirements for loading
and running the model in memory. Any supplementary operations conducted beside the
model itself would lead to requiring additional RAM or VRAM.
We conducted several tests and we concluded that the best types of GPUs for our tasks
would be NVIDIA A100 (the best option) or NVIDIA Tesla-V100 (the second option - about 2
times slower than A100). On a 100 MB text dataset, fine-tuning the Llama-2-7b took 2 hours
and 45 minutes on one NVIDIA A100 GPU and 4 hours 15 minutes on NVIDIA V100 Tensor
Core, for one epoch with the following parameters: weight decay factor 0.1, batch size 64,
sequence length 2096 tokens and 0.001 learning rate.
The "chat" iterations of the Llama-2 models represent fine-tuned variations of the core
models. These variants have undergone a process called Reinforcement Learning from
Human Feedback (RLHF): during the conversational context, the models receive input from
humans either as annotations, comparisons between answers, or demonstrations -
responses to queries done by domain experts. Consequently, these models are not only
adept at providing conversational responses to queries, but have also substantially mitigated
the biases inherent in the initial open datasets on which they were pre-trained.

3. Data Governance
In this section, we discuss data governance in the context of dataspaces and the evolution
that they have had in the EU space. We also address challenges and requirements of
implementing such a solution in our project.

3.1. Dataspaces
Digital transformation is changing the way we live and work with incredible speed. Data is a
driver of this change and opens up entirely new opportunities. This makes data the most
significant resource for our future. Being able to access, use, and combine data under strict
security and confidentiality requirements is key to prosperity and innovation. Safeguarding
people’s sovereignty over their own data, while making the most out of it, is and will be vital
for creating trust and confidence among actors in the data economy.
Due to the ever-growing digitalization of everyday life, massive amounts of data start to be
accumulated in Cloud Data Centers, providing larger and larger volumes of (past) data.
However, the most explosive proliferation in data generation today is taking place across the
network, at its edge. Such new data sources include major scientific experiments and
instruments (e.g., the Square Kilometre Array2 telescope) and a deluge of distributed
sensors from the Internet of Things. Data is a core component and an essential resource to
secure the green and digital transitions towards an attractive, safe, and dynamic economy.
However, currently, a substantial amount of the Big Data generated by humans goes unused
due to various factors, including data privacy concerns, interoperability, and challenges
related to technology and data management infrastructures leading to the dominance of few
large companies in collecting, processing, and leveraging data for business purposes.
In the initial decades of the twenty-first century, the pervasive influence of datafication is
steering the metamorphosis of our daily environment. The contemporary surge in
datafication is engendering intelligent environments, propelled by digital technologies like the
Internet of Things, Big Data, and Artificial Intelligence. Emerging from the realm of Artificial
Intelligence (AI), intelligent systems are transforming numerous sectors and societal facets,

2 https://www.science.org.au/curious/space-time/exploring-unknown-square-kilometre-array
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encompassing transportation and logistics, security, manufacturing, energy, healthcare, and
agriculture.
Within these intelligent environments, sophisticated systems are cultivating data ecosystems
characterised by unprecedented volumes of real-time information about our world [6]. An
intelligent system possesses the capability to collect, depict, reason, and interpret data.
Through these processes, it can learn, discern patterns and significance, generate novel
insights, acquire knowledge from experience, and discern strategies and behaviours to enact
intelligent actions. To deal with datafication, intelligent systems demand:

1. a transformation in how data is both managed and shared with other systems [7], and
2. a transformation in how data can be processed swiftly and with minimal latency [8].

For the first part, a smart environment needs to integrate data from diverse intelligent
systems, thus extending its knowledge by incorporating global knowledge. For example, in
smart cities, various systems within the city, such as energy and transport, can collaborate to
optimise overall city operations. On an individual level, digital services can provide a
personalised and seamless user experience by amalgamating relevant user data from
multiple systems [9]. Thus, naturally this leads to an interconnection between intelligent
systems, leading to Data Ecosystems, socio-technical frameworks that facilitate the
extraction of value from data value chains, involving collaborative interactions among
organisations and individuals [10]. Within such a data ecosystem, data value chains are
directed towards both business and societal objectives. A data ecosystem establishes the
groundwork for marketplace competition among participants or fosters collaboration among
interconnected entities that rely on each other for mutual benefits. A Data Ecosystem can be
approached in construction as a System of Systems (SoS), connecting systems that span
organisational boundaries, hail from various domains (e.g., finance, manufacturing, facilities,
IT, water, traffic, and waste), and operate at different levels (e.g., region, district,
neighbourhood, building, business function, individual). The ISO/IEC/IEEE definition of an
SoS is that it “brings together a set of systems for a task that none of the systems can
accomplish on its own; each constituent system keeps its management, goals, and
resources while coordinating within the SoS and adapting to meet SoS goals” [11].
The challenge with the SoS approach is that the expanding number of data sources
introduces an unprecedented influx of data to be handled. Beyond managing the sheer
volume of data, consumers in the era of Big Data face the challenge of handling data variety,
where data is generated under diverse contexts and requirements [12]. Consuming data
involves inherent costs related to repurposing, adapting, and ensuring data quality for its
new context. Large-scale data from distributed sources can be prone to errors,
inconsistencies, and incompleteness concerning certain users' requirements. Jagadish et al.
assert that "Big Data increasingly comprises information from increasingly diverse sources,
varying in reliability; uncertainty, errors, and missing values are prevalent and must be
effectively managed" [13].
The proliferation of data sources and the expanding scope of information systems contribute
to an extended range of data variety [14]. The distribution of the frequency of usage of
conceptual elements within various domains of interest follow a prolonged tail of data variety,
where a few entities and attributes exhibit high frequencies of use, followed by a long tail
representing entities and attributes with lower usage frequencies. In the scientific domain, for
instance, the extended tail of scientific data [15] mirrors the conceptual distribution of
scientific data.
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Traditional relational data management environments concentrate on data aligned with
popular business processes, adhering to regular structures suitable for a relational model.
The emergence of the long tail of data variety signifies a transition toward managing data
that is less frequently utilised, more decentralised, and less structured. In response to this
shift in the data landscape, there has been an evolution in the information processing
framework to address these novel challenges. Big Data technologies are progressing to
accommodate the long tail of data variety, empowering consumers to possess a more
extensive and nuanced model of their domain that facilitates searching, querying, analysis,
and navigation.
The focus is today on accommodating data that is generated in a decentralised manner [16],
inherently heterogeneous, and characterised by varying levels of structure and diverse
contextual considerations. Franklin et al. [17] highlight that “in data management scenarios
today it is rarely the case that all the data can fit nicely into a conventional relational
[database]”. Not every scenario or decision necessitates information that is impeccably fresh
and entirely accurate [18]. Many information consumers can effectively operate with
information at a less stringent threshold. By alleviating the insistence on computing the
highest quality, approximate approaches can be employed to enhance the throughput and
response time of services [19].
Relaxing the insistence on maximum quality reduces the necessary data integration and
computational workload, leading to a significant reduction in response time and increased
throughput. Approximate approaches prove beneficial in mitigating semantic integration
costs by adeptly handling semantic uncertainties. These approaches operate effectively in
environments featuring low-cost agreements on administrative proximity and semantic
integration, simultaneously achieving acceptable levels of precision and recall comparable to
exact models. Such characteristics render these approaches well-suited for addressing the
long tail of data variety. Approximate "good enough" approaches stand out due to their
non-Boolean matching model, supporting various forms of uncertainty, probability, or result
ranking. This flexibility enhances the matching model's ability to manage data heterogeneity,
thereby improving its efficacy in addressing lower levels of administrative control and
semantic integration. Such an approach to data management (named pay-as-you-go) was
formalised by Franklin, Halvey, and Maier in 2005 [20], in the form of the dataspace
concept.
However, a dataspace is not yet a clear, fixed concept. In the EU, the Staff Working
Document [21] defines the concept in a flexible way, with only certain key elements and
characteristics. According to this, the two main elements that make a space a so-called
dataspace include having, on one hand, a secure and privacy-preserving IT infrastructure
that allows to pool, access, process, use and share data, and to combine that with a
well-functioning data governance mechanism. That is to say, the whole set of rules that
allows people to use and share data in a trustful and transparent method. It is more than
legislation, but also administrative rules, contractual rules, all sets of rules that allow an
entity to understand under what conditions it can use data. Of course, there should be large
amounts of data for a dataspace to be useful, and the idea is also that participation is by an
open number of organisations that as soon as they comply with the rules of the dataspace.
Schematically, a data space could enable public bodies, companies, and users to exchange
data. Both can be providers (i.e., suppliers) and recipients (i.e., consumers) of data. When
distinguishing between metadata and data, a data space could serve as a coordination point
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and exchange platform for metadata, while the actual data is shared decentralised, or, in
addition to being a coordination point and exchange platform for metadata, it could also
accept and forward the actual data in a centralised manner.
A dataspace is, thus, the short name for a Federated Data Ecosystem. It is Federated in the
sense that its different entities come together, without necessarily having prior knowledge of
each other, so it’s more than bilateral exchanges of data which have happened for many
years. In that sense, it is a data ecosystem. The very important element is this idea of
shared policies and rules. In other words, it is an agreed governance between the different
actors of the dataspace, which can be data holders, or the ones who have the data to begin
with, or it can be data users, or the ones who use the data.
Besides legislation, technically speaking, a dataspace is an approach to data management
that recognizes that in large-scale integration scenarios, involving thousands of data
sources, it is difficult and expensive to obtain an upfront unifying schema across all sources.
As such, instead of integrating data, a dataspace provides support for the co-existence of
heterogeneous data that does not require a significant upfront investment into a unifying
schema. A dataspace can contain all the data sources for an organisation regardless of its
format, location, or model. Data is integrated on an “as-needed” basis with the
labour-intensive aspects of data integration postponed until they are required.
Dataspaces reduce the initial effort required to set up data integration by relying on
automatic matching and mapping generation techniques. This results in a loosely integrated
set of data sources. When tighter semantic integration is required, it can be achieved in an
incremental “pay-as-you-go” fashion by detailed mappings among the required data sources.
Each data source (e.g. database, CSV, web service) in the dataspace is known as a
participant. The dataspace can model the relations (or associations) between data in
different participants. In its purest form, a dataspace is a set of participants and the
inter-relations between them. The modelling of the dataspace can capture different types of
relations among participants, from the mapping of the schemas between two participants to
capturing that Participant A is a replica of Participant B. For the realisation of this [22], data
sources within a dataspace should not be tightly controlled, and full semantic integration
should not be guaranteed. A dataspace should provide an integrated means of search,
query, update, and administration. It should not subsume participant data sources and
should not be in full control of the data. The same data may also be accessible and
modifiable through an interface native to the system hosting the data. Queries to a
dataspace may offer varying levels of service, and in some cases may return best-effort or
approximate answers. For example, when individual data sources are unavailable, the best
answers available are returned using the data accessible at the time of the query.
At the European level, the establishment of Data Spaces has been advocated to promote
best practices for sharing data encouraging cross-economy sector interoperability fostering
data-driven innovations and creating an efficient and competitive market for emerging
cyber-secure AI services. However, significant technological obstacles and the lack of data
distribution balance across continuum computing impede the full realisation of the potential
of data-driven innovation, and the proliferation of the new wave of IoT enables digital
integrated services. To empower businesses with a range of digital solutions and services in
Europe there is a strong political commitment to building a shared European cloud-edge
infrastructure, setting specific targets within a unified framework for pooling, processing, and
sharing data and ensuring the safety, transparency, and trustworthiness of data-driven
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collaborations within the computing continuum. This commitment aims to boost confidence
among businesses, economy sectors, and individuals, foster innovation, support fair
competition, and promote internal cooperation and interoperability. However, its realisation
requires strong interdisciplinary research for developing novel AI/ML technologies for
efficient data processing and decision-making within continuum computing, analysing, and
deriving insights from the vast amounts of data, improving the infrastructure, and ensuring
the protection of data.
Dataspaces are being provided by Dataspace Support Platforms (DSPs), which offer the
tools to support the tighter integration of data in a pay-as-you-go manner. A core set of
support services include:

➔ A catalogue that serves as an inventory of data elements contributed by participants,
offering fundamental details for each, such as source, name, location, size, creation
date, and owner. A catalogue service furnishes users with a basic browsing interface
across the dataspace. This catalogue forms a foundational infrastructure utilised by
other dataspace support services.

➔ Search is the primary mechanism enabling end-users to navigate extensive
collections of unfamiliar data. It relies on similarity analysis to generate a ranked list
of results pertinent to users' keywords. The search service encompasses an
examination of all dataspace contents, including metadata. Within a Data Sharing
Platform (DSP), search interfaces should facilitate interactive result refinement (e.g.,
facets), allowing users to explore datasets and iteratively enhance search outcomes.
This refinement process might culminate in a structured query resembling a
database-style approach.

➔ The extent of support for expressive queries will differ among dataspace participants.
Some may offer robust query languages, while others might only provide limited
interfaces (e.g., web services). The query service within a DSP must cater to (1)
metadata queries for discovering data sources, (2) monitoring data sources, (3) local
storage and indexing to foster associations among participants, enhance query
expressivity for sources with limited querying capabilities, and improve data source
availability.

➔ A discovery service that pinpoints participants within the dataspace and facilitates
incremental establishment of relationships among them.

3.2. Challenges and Requirements
The key technical challenges to realising a dataspace as identified by Halevy et al. [22]
centre around the need to answer queries, to introspect on the content of the answers, and
to leverage human interaction to enhance the semantic relationships within a dataspace. As
a result, DSP services could be key incentives for economic participation in a data space
and help to go beyond data sharing as a primary purpose, supporting data space
participants in working with data, increasing efficiency through new insights, or developing
data-driven business models. This can play a significant role in the acceptance and growth
of data spaces.
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Building on the previously mentioned distinction between decentralised and centralised data
exchange (not metadata), data could furthermore be prepared or post-processed during both
processes by services of a data ecosystem, whereby both a decentralised data exchange
and a centralised data exchange via data space is conceivable.
Dataspaces are conceptualised as extensive collections of participants and relationships,
encapsulating all pertinent information about a specific organisation or entity, irrespective of
its format, location, or data repository. Queries within a dataspace must accommodate
multiple data models, leading to a variety of query languages, from keyword searches to
structured forms and formal query languages. The dataspace support platform should
facilitate the execution of queries in diverse languages, returning results from all relevant
sources in the dataspace. Also, answers within a dataspace adhere to a best-effort model,
differing from traditional database queries.
According to Halevy et al. [22], dataspaces need to:

➔ Formulate intuitive semantics for responding to a query, considering a sequence of
earlier queries leading up to it.

➔ Establish a formal model of information gathering tasks involving a sequence of
lower-level operations on a dataspace.

➔ Devise algorithms that, given a keyword query and a large collection of data sources,
rank the data sources based on their likelihood of containing the answer.

➔ Develop techniques for responding to queries from multiple sources without
exclusively relying on a predefined set of accurate semantic mappings. In a
dataspace, responses to queries originate from diverse data sources that may
employ distinct terminology at both the schema and data levels. Unlike relying on
semantic mappings, dataspaces, even when mappings are present, may be partial or
approximate, presenting a substantial challenge to query responses within a
dataspace.

➔ A dataspace must possess the capability to introspect about lineage, uncertainty, and
inconsistency. Data within a dataspace often carries uncertainty and inconsistency,
further exacerbated by best-effort query responses. Responses may vary based on
latency and completeness levels within the dataspace. Inconsistencies frequently
manifest as uncertainty regarding the correctness of conflicting data values.

➔ Develop formalisms facilitating the modelling of uncertainty, inconsistency, and
lineage in a unified manner. The challenge for a dataspace lies in providing a unified
mechanism for modelling uncertainty, inconsistency, and lineage.

➔ Define metrics for assessing the quality of answers and answer sets across
dataspaces, along with efficient query processing techniques. Given the challenges
of lineage, uncertainty, and inconsistency in query responses within the dataspace,
determining a "good" answer becomes imperative.

➔ Develop methods for analysing users' activities during interactions with a dataspace
and generating meaningful additional relationships between sources or other
enhancements to the dataspace. Every participant in a dataspace receives a
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baseline service upon joining, and over time, the dataspace should evolve by
establishing more cohesive semantic integration between participants as required. A
pivotal mechanism to achieve this is leveraging users' attention during their
interactions with the dataspace. By analysing user interactions with various
participants, valuable insights into relationships between data sources can be gained.

It can thus be observed that the requirements of our metadata platform described in Section
2 map over these more generic dataspace requirements, as is our goal. Furthermore, DSPs
need to solve several challenges:

➔ Data Models, Search, and Query: Dataspace support is required for diverse data
models and participants' varying query languages, with research needed to facilitate
a comprehensive view of data modelling. Additionally, exploration of real-time
processing of events and streams, along with relevant support services, remains an
area requiring attention.

➔ Discovery: A crucial challenge involves locating relevant participants, identifying
relationships, and enhancing the understanding of existing relationships within a
dataspace.

➔ Storage and Indexing: Dealing with the heterogeneity of storage and indexing
mechanisms among participants is a key challenge, requiring the creation of a
uniformly indexed dataspace. Addressing local storage and optimal data and index
placement in a wide-area deployment is an active research area.

➔ Correctness Guarantees: Ensuring confident access to disparate data sources poses
challenges related to result quality, update effects and permanence, and varying
service levels in a heterogeneous and highly autonomous environment.

➔ Theoretical Foundations: The concept of dataspaces raises theoretical questions
regarding data governance, data models, relationships among participants, and
queries, emphasising the need for research in these areas.

Since its initial conceptual phase, there are various small-scale implementations of
dataspaces and DSPs, such as:

➔ Scientific Dataspace: Engaging with distributed scientific data sources, spanning
astronomy data [23], biomedical data [24], or process materials through the Virtual
Data Space [25].

➔ Enterprise/Industrial Dataspace: Targeting the utilisation of a dataspace to integrate
data from different organisations, applicable to energy management [26], air travel
(Airbus Skywise), Industry 4.0 [27], or digital libraries [28].

➔ Internet of Things/Smart Environment Dataspaces: Various authors explore the
application of dataspaces to facilitate the Internet of Things or smart environments
[29] and the data generated within these contexts.
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3.3. European Legislation and Initiatives
Constructing on this, more recently the European Commission recognized the importance of
data reuse, a concept being facilitated by the dataspace re-integration aspect. Furthermore,
ensuring fair and trustworthy data sharing is at the core of the European Commission’s
policy agenda for the period 2019-2024 under the priority “A Europe fit for the digital age”.
The European strategy for data, the strategic policy document published in February 2020
that is pushing forward the strategy to create a single market for data, set the ambitious
vision to establish common European data spaces in all strategic societal sectors and
domains of public interest. Data spaces are envisioned as sovereign, trustworthy and
interoperable data sharing environments where data can flow within and across sectors, in
full respect of European ambitions, rules and values.
To support the establishment of data spaces while meeting the Digital Decade objectives for
Europe’s digital transformation by 2030, several cross-sectoral legislative instruments have
been adopted or proposed following the publication of the European strategy for data. These
include: the Data Governance Act, introducing a set of horizontal measures to boost
trustworthy data sharing in the EU; the Data Act, aiming to make more business data
available for reuse through the definition of rules on who can access and use what data and
for which purposes; the Implementing Act on High Value Datasets, implementing the Open
Data Directive by specifying a list of datasets that public sector bodies shall make available
for free and under open access licences, as well as making them accessible in
machine-readable formats via application programming interfaces (APIs); and the Digital
Markets Act, which sets out some measures on data access and portability to regulate the
“gatekeeper power” of digital companies prone to unfair business practices.
Putting it differently, the Open Data Directive with the High-value Datasets, and the Data
Governance Act, are trying to Open Up Data, make more Data available for everybody, for
use, reuse, to create, to innovate, to create new Services and to serve the Data Economy
and public. The Open Data Directive is trying to make sure that Data that is already paid by
the public is made Available. The Data Governance Act is putting in place a framework for
Neutral Data Intermediaries, that can bring demand and supply for Data more easily
together. The Data Act and Digital Market Act are more focused on correcting market
imbalances. The Digital Market Act specifies how the Digital Gatekeepers should use and
make available certain data, without the possibility to use their market power in a way that is
not wished for. The GDPR and Free Flow of Data are Acts that are already in place, and
together try to ensure relevant data is protected, while made available freely across borders.
The Data Governance Act focused on four pillars. First, it tries to establish a framework for
unique re-use of so-called sensitive data held by public sector bodies. Where the Open Data
Directive is really trying to open-up public sector data that is not sensitive, the other part of
the data, the sensitive one, including personal data or personal business data, could be
re-used under certain conditions in a trustful way, and this Data Governance pillar is trying to
open that up. The second pillar is about the creation of data intermediaries, to really act as a
Data Broker to facilitate the supply and the demand of data. The third pillar is focusing on
data altruism, and supports the creation of a register of data altruism organisations, which
allows data to be offered by the public or by corporations for the public good. Finally, the
fourth pillar is about the creation of the European Data Innovation Board, composed of
member states and several working groups to coordinate for the various actions and to focus
on the important characteristics to make all services interoperable.
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While until this point we used to work with Data Generators and Consumers, the Data
Governance Act introduces the notion of Data Intermediary, which is a concept with
boundaries of what it needs to do. A Data Intermediary. in short, is someone who's not a
user and who's not a provider but is someone in between. In plain English, you could call it a
data broker, even though that's not the name that was retained.
The Data Act is trying to allow for better access for IoT Data, automated data that are being
created in huge amounts by intelligent machines, allowing also for users of those objects to
get the right to access the data, and for third parties to offer services based on those data. It
is trying to open these IoT data and to ensure a fair use and re-use of those data, not only by
the manufacturers that are creating the objects.
In addition, the Data Strategy introduces the importance of creating so-called “Common
European Dataspace”, which is to be complemented by Sectoral Dataspaces3.The
Common European Dataspace is meant to have the following key characteristics4:

➔ A secure and privacy-preserving infrastructure to pool, access, share, process and
use data.

➔ A clear and practical structure for access to and use of data in a fair, transparent,
proportionate and/non-discriminatory manner, and clear and trustworthy data
governance mechanisms.

➔ European rules and values, in particular personal data protection, consumer
protection legislation and competition law, are fully respected.

The Sectoral Dataspaces (see Figure 5) are identified dataspaces in various sectors that are
considered of strategic importance. There is no single technical or organisational approach
that can be applied for the establishment of common European data spaces. Along those
lines, it is not possible to come up with a centralised governance model for data sharing.
Each sector and thematic domain have their own specificity in terms of data types, data
flows, business models and stakeholder needs. Therefore, a community-based approach
through co-creation and co-design of data spaces that considers the domain-specific context
is the only feasible way forward that would ensure buy-in by a broad spectrum of
stakeholders. Similarly, from a technical perspective, a single architecture or stack of
technologies and standards cannot be universally applied. However, a minimum stack of
protocols and specifications that can be used in a decentralised and federated manner,
ideally through the means of the web, is highly desirable. The idea is that, in the end, the
sectoral dataspaces that have been put forward in the Data Strategy are all going to be
interconnected, and, with connection between these of the sectoral dataspaces and other
sectoral dataspaces that will be created, and that are already in the private sector, all these
initiatives will come together to form one single dataspace (the data market) that could be
then considered a dataspace of the dataspaces (i.e., the SoS approach). It is really the
connection of the various dataspaces that should form together the internal data markets
that the EU envisages. One could think in terms of a very simple image of the creation of our
road and navigation system in the various countries, with highways and little roads for
pedestrians and for cycles, that should not stop at the borders, but should be interconnected.

4 https://digital-strategy.ec.europa.eu/en/library/staff-working-document-data-spaces
3 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020DC0066
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In some sense, dataspaces are not a new concept, but rather something that exists out
there. There are literally hundreds of initiatives in Europe now, and out of them EC is funding
about half of them, which tend to be in strategic areas, more in the public interest area. What
the Common European Dataspaces are doing is trying to put order and, if possible,
standardise the dataspaces grouped in those strategic areas.

Fig. 5 - Common European Dataspaces [30]

To back that up and gradually develop these Common European Dataspaces, EU set up the
Data Spaces Support Center (DSSC), an organisation with the role to coordinate the
development of those dataspaces, and to ensure common standards and interoperability.
Below, according to the Staff Working Document, all these spaces run on a technical
infrastructure. Behind the DSSC is the Data Spaces Business Alliance (DSBA), which is a
joint endeavour started by four organisations enabling the creation and operation of
interoperable dataspaces based on European values with the goal to compose one common
framework for data spaces and to foster true business impact. Currently, the organisation is
representing more than a thousand members (companies, academia, authorities) on behalf
of which is speaking with one voice to the market, making it probably the most inclusive
alliance for data and data spaces in Europe.
As an organisation, DSBA has created the DSSC project consortium to implement its vision.
With this project, DSBA intends to take the leadership for building data spaces on a global
scale resting on the convergence of the architectures of the DSBA organisations. The DSSC
is a 42-months project funded by and acting on a mandate from the European Commission
with the objective to define the guidelines and framework for the creation of interoperable
data spaces in Europe. The project is led by a consortium consisting of the DSBA
organisations, leading European RTOs and key players of the European data spaces
community. At the same time, DSSC is working closely together with domain specific data
spaces initiatives in Europe, and is considered to be the funnel to safeguard/enact the
European Data Strategy via the European Data Innovation Board. In the future, DSBA
intends to evolve its framework aligned with the DSSC project results and to define and
maintain a global standard for data spaces (like GSMA with GSM).
The results of DSSC consists of the development of best practices, open standards and
ideas, the Dataspace Blueprint, and several other expected assets. The European strategy
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for data sets out a vision for a “single European data space”, which it describes as “a
genuine single market for data – open to data from across the world – where personal and
non-personal data, including sensitive business data, are secure and businesses have easy
access to high-quality industrial data, boosting growth and creating value”5. It emphasises
that horizontal actions towards a European data space need to be accompanied by the
development of sectoral or domain-specific data spaces in strategic areas such as
manufacturing, agriculture, health and mobility.
In February 2022, in response to the EU Council's request, the Commission published a
Staff Working Document (SWD) offering an overview of the status of the ten common
European data spaces initially outlined in the European strategy for data, along with
additional ones. These data spaces are described as entities that “bring together relevant
data infrastructures and governance frameworks to facilitate data pooling and sharing”6.
According to the SWD, common European data spaces are expected to incorporate, among
other things:

➔ The implementation of data-sharing tools and services for pooling, processing, and
sharing data by a diverse array of organisations, along with federated,
energy-efficient, and trustworthy cloud capacities and associated services.

➔ Data governance structures that align with relevant EU legislation, outlining
transparent and equitable rights regarding data access and processing.

➔ Enhancements in the availability, quality, and interoperability of data, both within
specific domains and across various sectors.

From these descriptions, we can assert that common European data spaces aspire to
surmount legal, organisational, semantic, and technical obstacles to data sharing among
diverse entities. This is achieved by integrating essential tools and infrastructures and
adhering to common rules and standards, always in accordance with applicable laws. A
recent call for proposals by Digital Europe in 2022, characterises a dataspace as a “data
infrastructure with tailored governance mechanisms that will enable secure and cross-border
access to key datasets in the targeted thematic area”7.
The overarching vision set for common European data spaces is to establish a unified
market for data in the EU, leading to numerous economic, societal, and environmental
advantages. EU policy initiatives dedicated to data-driven innovation emphasise the
importance of ethical, trustworthy data sharing practices aligned with common societal
values. To achieve this, the regulations for accessing, using, and sharing data must be fair,
transparent, and practical.
Several key principles for data sharing in European data spaces, pertinent to common
European data spaces, are delineated in Figure 6. These principles are derived from
relevant EU policy and legislative documents. Collectively, these principles form the mindset
for sharing data in Europe based on common societal values and should be promoted

7

https://digital-strategy.ec.europa.eu/en/news/digital-europe-programme-commission-opens-calls-inves
t-data-spaces-tourism-and-cultural-heritage

6 https://digital-strategy.ec.europa.eu/en/library/staff-working-document-data-spaces
5 https://joinup.ec.europa.eu/collection/rolling-plan-ict-standardisation/data-economy
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across the entire data value chain, encompassing the complete data lifecycle from collection
to analysis and usage.

Fig. 6 - Selected characteristics of common European data spaces8

Similarly, in the Staff Working Document, a certain number of important design principles has
been put forward. In terms of Governance, all Common Data Spaces should put in place an
appropriate governance structure (or mechanisms) to ensure fair, transparent, proportionate,
and non-discriminatory access to sharing and use of data. Then, dataspaces need
interconnection and interoperability support in the form of developed international standards.
INSPIRE or FAIR principles, given as examples of standards to be followed, could
progressively lead to a single EU data space. Next, all Common Dataspaces and actors
around them are encouraged to use common technical infrastructure (including
sector-specific framework and cybersecurity- and data protection-by-design principles). The
dataspaces should comply with the applicable EU legal framework and put in place
adequate measures to prevent unauthorised access to data. Finally, all dataspaces should
promote tools to control, pool, access, use and share all types of data favouring FRAND
principles.
In terms of security and trust, one can arguably see some things that are sensitive than
others, but it is clear that everyone has a kind of special relationship with her data, whether
you're in the private sector, whether you're in the healthcare sector, or any other public utility,
you always have a need for security. For this, the data holders need to decide how the data
is accessed, how it is reused, under which conditions, including monetary in some
conditions. In the public sector the idea of monetizing data is not always present. But when
speaking about the private sector-oriented dataspaces, the industrial, the mobility, the

8 https://publications.jrc.ec.europa.eu/repository/handle/JRC129900

41

https://publications.jrc.ec.europa.eu/repository/handle/JRC129900


D4.1: Report on Metasearch Platform design, data governance

structure, and interoperability components.

energy, the agriculture, those are sectors where data ownership is emphasised and is
expected to be monetized. This is an important dimension which links back to the security
mentioned before. Finally, in terms of openness, a dataspace is not a data club, it is not an
exchange of data between a very limited number of people. Think about a logistical
dataspace where potentially any truck is a data subject of that dataspace.
Today, data sharing is often not as systematic and efficient as it could be. For example, data
formats have to be adapted, interfaces validated, or contracts negotiated, which stands in
the way of broad and scalable use. Data spaces and data ecosystems for data exchange
often have difficulties in winning over a significant/critical mass of participants or in
establishing a fair negotiating position between operators and participants which would help
to gain trust.
Other reasons are legal uncertainty in dealing with data, a lack of standards, trust between
the actors involved that needs to be built up and, at the same time, the pending question of
incentives for data sharing ("Is it worthwhile sharing data?").
In this respect, the challenge is to realise network effects on the one hand, to decentralise
bargaining power on the other, while at the same time to create an incentive to operate and
participate in the necessary structures. The belief is that incentive-compatible data
ecosystems are a key factor for the success of data spaces. This means that data sharing
must be complemented by analysis, combination, and exploitation of data to create socially
and economically optimal added value. To structure this, the two terms data space and data
ecosystem could be helpful.
So, what Actors do we have in the Data Ecosystem? Aligned with the overarching vision for
common European data spaces, stakeholders span the private sector, public sector,
academia, civil society, and individual contributors, each assuming diverse roles in the
ecosystem, such as data producers, receivers, rights holders, users, providers,
intermediaries, enablers, and technology partners. In facilitating collaboration among these
stakeholders, common European data spaces aim to increase data availability for economic
and societal use while preserving data control among entities generating the data.
In any data space, including common European data spaces, stakeholders are brought
together by a soft infrastructure comprising legal, functional, technical, and operational rules
and agreements. As stakeholders may participate in multiple ecosystems concurrently, their
involvement is not confined to a single data silo or domain. For instance, a public sector
entity may function as a primary producer of environmental data while concurrently acting as
a consumer of transport data from other organisations, thereby engaging in multiple data
spaces simultaneously.
A pivotal actor in this context is the European Data Innovation Board (EDIB), mandated by
the Data Governance Act and scheduled for establishment by September 2023. Comprising
representatives from common European data spaces, the EDIB aims to assist the
Commission in issuing guidelines for facilitating the development of these data spaces and
identifying relevant standards and interoperability requirements for cross-sector data
sharing.
​​Operatively, the Data Spaces Support Centre9 (DSSC), mentioned before and funded by the
DIGITAL programme, plays a coordinating role in sectoral data spaces. Defined in its
Coordination and Support Actions, the DSSC aims to coordinate relevant initiatives and
provide blueprint architectures, best practices, and common data infrastructure

9 https://dssc.eu
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requirements, including technologies, processes, standards, and toolboxes. Launched in
October 2022, the DSSC comprises a consortium of leading associations and knowledge
centres in the domain of data spaces, with a broad membership of associated and
collaboration partners. Initial outputs of the DSSC include a Starter Kit offering a checklist for
data space creation structured across business, legal, operational, functional, and technical
dimensions, as well as the DSSC Glossary of key terms relevant in the context of data
spaces.
The common European data spaces are intricately connected to various regional, national,
and transnational initiatives focusing on data infrastructures. Notably, extensive Europe-wide
networks, including the Big Data Value Association10 (BDVA), the Data Spaces Business
Alliance11 (DSBA), and the International Data Spaces Association12 (IDSA), have actively
contributed to the development of data sharing initiatives, aligning with use cases, policies,
and digital innovation. Additionally, the European Alliance for Industrial Data, Edge, and
Cloud, featuring collaboration between public and private entities, is set to establish
connections with common European data spaces to nurture innovative data sharing
environments grounded in open, interoperable, secure, and resource-efficient cloud and
edge solutions.
The idea of interconnection and interoperability is allowed by the fact that we have a
common technical data infrastructure being facilitated by the Common Dataspaces. We can
have different technical infrastructures and still be interoperable, but the development of
separated dataspaces will lead to twice the effort, four times the pain, and 10 times the time.
The idea is to be more efficient. And this is where SIMPL, the EU-backed initiative for the
Common Dataspace, kicks-in.
A dataspace is an ecosystem among people who share the same governance and rules, in
which actors share data in a trusted manner. Even if this definition is quite broad, a
dataspace is in essence an area where different participants come together. Typically, we
have the data provider and an end user of the data, and the dataspace is where all this data
needs to operate on other infrastructure. SIMPL is not something centralised, but it is a
collection of tools that one uses. A dataspace is a federation, and the reality means that it
does not need to be fully distributed. For example, identity management is not something
that needs to be decentralised. Similarly, the different catalogues - it is not always necessary
that every single provider in a dataspace keeps a catalogue of everything available in the
dataspace up to date. Different data spaces can work together, and the SIMPL deployment
does not need to be always the same.

3.4. Setting Up a Dataspace
In the following, we try to specify a scientific perspective on setting up, operating, and
maintaining common European data spaces. As data-driven innovation is a cross-cutting
topic, it can be investigated from multiple interrelated perspectives such as technical,
organisational, legal, social and economic. Within that complex multidisciplinary context,
scientific evidence can inform the scoping and implementation of data-sharing policies, but
also their consequent monitoring and calibration.

12 https://internationaldataspaces.org
11 https://data-spaces-business-alliance.eu
10 https://www.bdva.eu

43

https://internationaldataspaces.org
https://data-spaces-business-alliance.eu
https://www.bdva.eu


D4.1: Report on Metasearch Platform design, data governance

structure, and interoperability components.

Table 4 comprises a compilation of chosen EU policy stipulations pertaining to common
European data spaces, derived from the EU policy documents. These provisions are
categorised into groups encompassing both functional and non-functional requirements.
These groupings serve as a foundation for potential detailed requirement elicitation in
subsequent phases and facilitate an examination of the functionalities offered by existing
data sharing initiatives.

Policy provision Functional
requirements

Non-functional
requirements

A secure and privacy-preserving IT
infrastructure to pool, access, process, use
and share data

Data transfer and
exchange
Data storage
Data processing and
analytics
Data pooling and
collaboration

Security
Confidentiality

Data holders will have the possibility, in the
data space, to grant access to or share
certain personal or non-personal data under
their control

Identity, authentication
and access control
Usage control policies

Confidentiality

Promote the development of tools to pool,
access, use and share all types of data
favouring the development of common open
standards and findable, accessible,
interoperable and reusable (FAIR) principles;
data holders could use these tools to ease
the uploading of data into data spaces, to
give or revoke their authorisation to data and
to change access rights and specify new
conditions of how their data can be accessed
and reused over time

Data transfer and
exchange
Identity, authentication
and access control
Usage control policies

Interoperability
Auditability

Data that is made available can be reused
against compensation, including
remuneration, or for free

Transaction metering and
billing

-

Participants […] use the common technical
infrastructure and building blocks which will
allow the data spaces to be built in an
efficient and coordinated manner

- Maintainability
Variability

The common technical infrastructure will
have to […] integrate the
cybersecurity-by-design principle

- Security

Participation of an open number of
organisations/ individuals

Identity, authentication
and access control

Scalability

Common European data spaces could be
developed on international standards,

Data interoperability
features

Interoperability
Performance
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INSPIRE (for spatial data) and FAIR
principles to favour interoperability;
exploitation of data on EU computing
infrastructures (e.g., cloud and HPC) and be
interconnected and progressively made
interoperable

Data processing and
analytics

European rules and values, in particular
personal data protection, consumer
protection legislation and competition law,
are fully respected

Compliance monitoring
and auditing
Data protection

Auditability

Enhance the development of new
data-driven products and services in the EU
and thereby create the core tissue of an
interconnected and competitive European
data economy

Data processing and
analytics

Sovereignty

Data spaces middleware: provide a full cloud
stack with basic services that can also be
operated at the edge, while foreseeing the
subsequent integration of high-performance
computing and far edge computing

Multi-tier support,
federation, orchestration

Portability
Performance

Data spaces middleware: provide a technical
baseline to be used by all EU common data
spaces to avoid duplication of effort and
overlaps and to ensure a proper alignment of
the various implementation approaches

- Maintainability
Variability

Data spaces middleware: allow state-of-the
art data management between cloud and
edge, enabling seamless ultra-fast data
workload balancing between them, and
intelligent data porting between centralised
and decentralised data infrastructures
Ensure performance and quality of service in
the execution of applications across multiple
cloud and edge providers
Provide a multi-cloud orchestration solution,
with built-in identification and security
management services

Data transfer and
exchange
Multi-tier support,
federation, orchestration
Identity, authentication
and access Control

Portability
Performance
Security
Maintainability

Data spaces middleware: provide data
mapping services, data anonymisation and
masking services

Privacy-preserving
mechanisms
Data interoperability
features

Confidentiality
Interoperability

Data spaces middleware: embed business
intelligence services for multi-uses based on
crosscutting, low power and
software-enabled services

Data processing and
Analytics

-
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Data spaces middleware: integrate an
environmental tracking performance system
to ensure services operate in a low power
mode

- Energy
efficiency

Data spaces middleware: provide secure
resource efficient data storage services

Data storage -

Data spaces middleware: provide a “High
Performance Computing as a service”
connector to enable High Performance
Computing resources to be accessible to
users of the Cloud Federation

Multi-tier support,
federation, orchestration

Performance
Portability

Data spaces middleware: ensure that AI
solutions […] can operate over the
middleware platform
Support sustainable and ultra-low latency
digital twins’ business applications
Allow the hosting of highly specialised tools
for complex business activities simulation,
forecasting and modelling

Data processing and
analytics

Performance

Data spaces middleware: provide secured
communication, productivity and
collaboration services
Provide workflow management services
Facilitate the integration with [cloud-to-edge]
services and [their] marketplace

Data pooling and
collaboration

Portability

A common European data space brings
together relevant data infrastructures and
governance frameworks in order to facilitate
data pooling and sharing
A clear and practical structure for access to
and use of data in a fair, transparent,
proportionate and/non-discriminatory manner
and clear and trustworthy data governance
mechanisms

Data pooling and
collaboration
Usage control policies
Privacy-preserving
mechanisms
Data protection
Data governance

Inclusivity
Fairness
Sustainability
Trustworthiness
Transparency

Table 4 - Selected list of EU policy provisions translated into functional and non-functional requirements for
common European data spaces

From a Technical Perspective, as outlined in Table 4, the pertinent EU policy sources
encompass the following principal categories of functional requirements for data spaces:

1. Data Transfer and Exchange: The fundamental functionality of data spaces,
facilitating participants in transferring data to other participants.

2. Data Publication and Discovery: An efficient mechanism for publication and
discovery, deemed a crucial functional requirement for data spaces, particularly given
the anticipated abundance of heterogeneous data within them.
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3. Data Storage: To support data access, storage services may be either physical,
involving independent copies of participants' data within the ecosystem, or virtual,
granting access to data assets located in their owners' infrastructure.

4. Identity, Authentication, and Access Control: Essential features fostering trust in
the data-sharing ecosystem, allowing participants to regulate access to their data
assets.

5. Data Interoperability: Features that facilitate the integration of heterogeneous data
sources, considering legal, organisational, technical, and semantic perspectives.

6. Data Processing and Analytics: The functionality of data spaces extends beyond
data availability, encompassing the utilisation of data for value-added applications,
particularly through data analytics and AI. Tools to simplify AI development, targeting
not only specialists but also domain experts, are beneficial.

7. Data Pooling and Collaboration: Collaboration tools are essential to enable joint
development and exploitation of products and services by multiple data space
participants, potentially spanning different organisations and economic sectors.
Productivity and collaboration services can support the design, implementation, and
management of distributed processing workflows across ecosystem participants,
ensuring effective shared governance.

8. Multi-tier Support, Federation, and Orchestration: Data spaces should furnish
development tools for multi-platform services supported by diverse underlying
computing architectures. Additionally, interfaces for orchestration are pivotal for
ensuring digital sovereignty.

9. Privacy-Preserving Mechanisms: Ensuring data privacy is imperative, especially
for data spaces handling sensitive information. Compliance with the EU General Data
Protection Regulation (GDPR) is essential, with features such as anonymization and
masking services. Future enhancements may incorporate advanced privacy
technologies like federated learning, secure multi-party computation, and
homomorphic encryption.

10. Usage Control Policies: Beyond access control, data spaces should empower
participants to determine not only who can access their data but also how these data
can be used. Effective monitoring and enforcement functionalities are key
components.

11. Compliance and Auditing: This category includes features enabling participants to
verify claims related to compliance with standards, regulations, and general terms
and conditions for using data and services. Preconditions for making data available,
defined by owners or governing authorities, are encompassed.

12. Transaction Metering and Billing: enables participants to monitor and monetize
data flows, along with the consumption of services within the ecosystem.

13. Data Governance: The set of rules, policies, relations, decision-making structures,
and processes among different actors to collect, share, and use data. It involves the
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correct management and maintenance of data assets, including data rights, privacy,
and security. Data governance is both a functional requirement and a prerequisite for
other technical requirements.

14. Data Protection: Data spaces should safeguard individuals' personal data shared
within them and adhere to GDPR rules. GDPR establishes privacy and security
protections for personal data in European Economic Area (EEA)-based operations
and certain non-EEA organisations processing personal data of individuals in the
EEA. Privacy and data protection are fundamental principles enshrined in EU
Treaties and the EU Charter of Fundamental Rights.

It is important to note that not all categories of requirements may be necessary for each
sector-specific common European data space. Additionally, the following selected
non-functional requirements, have been identified or inferred:

1. Security and Confidentiality: Security designed on fundamental principles is
imperative to enhance trust and eliminate barriers to sharing private data,
encompassing personal and intellectual property.

2. Interoperability: Non-functional requirements include the expectation of common
vocabularies and standards, providing a foundation for the interoperability of various
data and services developed by ecosystem participants.

3. Maintainability: Recognizing that the functionality of data spaces is an evolving
process, it is expected to be gradually developed and consistently updated in
response to emerging technical developments and shifting priorities among
participants and domains.

4. Variability: This quality supports the creation of different variants of core building
blocks to meet specific requirements, allowing for customization and evolution in
alignment with the characteristics of users and data within different sectoral data
spaces.

5. Scalability: Data spaces should possess the capability to adapt and maintain
functionality amid potential significant changes in the volume and type of data
available, as well as in the numbers of users and services deployed.

6. Performance: Ensuring support for high-performance data analytics, including cases
based on high-performance computing (HPC), and facilitating high-speed data
transfer between infrastructures and participants.

7. Auditability: Data spaces are expected to operate transparently, allowing public
scrutiny while enabling users, governing bodies, and regulators to monitor activities
within them and enforce rules.

8. Portability: A critical attribute for the seamless transfer of services and data assets
between different infrastructures, preventing vendor and technology lock-in, and
ensuring compatibility across deployment tiers.
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9. Energy Efficiency: Prioritising the use of digital infrastructures with optimised energy
demand and providing orchestration mechanisms that involve low-power devices,
effectively reducing the carbon footprint, especially during intensive data processing
workloads.

10. Inclusivity: Allowing open and broad stakeholder participation in decision-making
processes related to access, control, sharing, and use of data.

11. Fairness: Maximising the value of data in the economy by ensuring a wider range of
stakeholders gain control over their data and promoting a fairer flow of data in all
sectors.

12. Sustainability: Data sharing infrastructures should have a viable business model,
appropriate governance model, and rules for participation, ensuring they can be
sustained in the long term.

13. Trustworthiness: Establishing trust in data sharing arrangements by ensuring
responsible data governance, integral use of data in accordance with the law, and
trustworthy and secure technology. Retaining control over one's data and its use is
crucial for trust.

14. Transparency: Providing a certain degree of transparency for the proper functioning
of a data space, including clear information about data contributions, access,
storage, security measures, and interaction methods.

15. Data Sovereignty: Enhancing control over data contributed to generation, allowing
organisations and individuals to self-determine how, when, and at what price others
may use their data across the value chain. Safeguarding user data and ensuring its
use in accordance with strictly defined rules are integral to data sovereignty.

Non-functional requirements are often more crucial than functional requirements, as they
cannot be simultaneously optimised in many practical cases. The provided list is not
exhaustive and primarily includes non-functional requirements either directly mentioned or
readily inferred from EU policy documentation. A more detailed analysis of policy priorities
related to common European data spaces, coupled with stakeholder interviews, may reveal
additional significant non-functional requirements. Some non-functional requirements can be
directly deduced from the technical perspective of data spaces as platforms, where
end-users build solutions. This entails considerations of usability, such as creating an
environment that effectively supports developer productivity by providing comprehensive
tools like software development kits (SDKs) and ensuring clear, meaningful, and accessible
user interfaces from the developer's perspective. Implicit non-functional requirements extend
beyond technical aspects and encompass governance-related considerations, emphasising
the need for the long-term sustainability of data spaces, as these digital infrastructures are
expected to endure beyond the initial investment phase leading to their development and
operationalization.

3.5. Governance
From a Governance perspective, as outlined by the Data Spaces Support Centre, European
data spaces can provide a clear and shared means (from a business, legal and governance,
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technical and operational perspective) to support data sharing within a data ecosystem.
Various authors have noted that implementing a common European data space requires not
only attention to technical aspects, but also to stewardship, leadership, and strategy for
sharing resources.
There are authors that emphasise the need for different levels of governance within a
common European data space, forming a governance continuum. At a high level, a
comprehensive governance structure is essential for setting strategy and values, involving a
broad spectrum of contributors, users, and those affected by relevant data and associated
information systems. More focused governance structures become necessary for technical
and operational aspects like standards-setting, process rules, and the management of
interoperability assets, including reference code lists. An intermediate oversight approach is
crucial for ensuring transparency and accountability, aligned with the agreed-upon strategy,
and demonstrating fair governance of the data space. This involves defining participation
terms for providers and users, along with recourse processes if any participant believes their
needs were not fairly considered.
While achieving interoperable common European data spaces presents a coordination
challenge, the European Interoperability Framework (EIF), developed by the European
Commission, offers a systematic approach to address and govern this challenge. The EIF
includes "Interoperability Governance" as a cross-cutting activity alongside legal,
organisational, semantic, and technical interoperability. This aspect covers decisions on the
interoperability framework, institutional arrangements, organisational structures, roles and
responsibilities, policies, agreements, and monitoring at national and EU levels. Additionally,
the EIF's consideration of "Integrated public service governance" explores how European
public services should be governed to facilitate integration, seamless execution, service and
data reuse, and the development of reusable 'building blocks' deployable across IT
infrastructures, such as eID. The EIF is subject to review under the proposed Interoperable
Europe Act, with further details available on the JoinUp platform13.
Governance constitutes the framework of rules, principles, policies, practices, and processes
that guide and oversee an organisation, along with the mechanisms that hold both the
organisation and its stakeholders accountable. An effective governance framework must
possess a clearly defined purpose to shape the development of principles, processes, and
practices. It should ensure that data projects consider the broader technical, social, political,
and economic contexts within which data is produced and consumed. In the context of a
common European data space, data governance is a critical aspect, given that data
exchange is a fundamental function. Generally understood as the exercise of
decision-making and authority for data-related matters, data governance involves norms,
principles, rules, and processes concerning various types of data and their use.
According to the Organisation for Economic Co-operation and Development, data
governance includes diverse arrangements affecting data across policy domains,
organisational and national borders. It involves social, economic, political, and cultural
factors influencing how data is accessed and controlled by numerous actors. Good data
governance efforts aim to maximise data benefits while addressing and minimising
associated risks and challenges, including those related to rights and interests.

13

https://joinup.ec.europa.eu/collection/nifo-national-interoperability-framework-observatory/solution/eur
opean-interoperability-framework-eif-toolbox/about
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Within the EU, regulations like the GDPR and the Open Data Directive regulate data
processing, transfer, and reuse of public sector data. Privacy and data protection are also
safeguarded by the Treaty on the Functioning of the European Union and the EU Charter of
Fundamental Rights. Recent cross-sectoral legislative initiatives under the European
strategy for data emphasise the need for governance structures to handle data and increase
pools of quality data, including cross-border collaborations.
Governance within a European data space should be anchored in the shared societal values
and established principles of the EU regarding data sharing. As recommended by the Data
Spaces Support Centre, these values and principles must be translated into concrete
settings and integrated into the technical implementation of European data spaces. This
ensures both individual and collective control of data, promoting a human-centric and fair
approach. Establishing robust governance mechanisms aligned with these principles is
pivotal for gaining the trust of stakeholders involved in a data space.
The State of the Union on Common European Data Spaces emphasises the necessity for
data spaces to institute an effective governance structure. This structure should guarantee
fair, transparent, proportionate, and non-discriminatory access to, sharing, and use of data. It
is imperative for this governance framework to adhere to existing provisions of horizontal
data-related and Digital Single Market legislation, including the GDPR, Free Flow of
Non-Personal Data Regulation, ePrivacy Directive, Platform to Business Regulation, and
relevant sectoral EU data-related legislation. Additionally, compliance with the applicable EU
legal framework covering cybersecurity, safety, intellectual property, fundamental rights,
environmental protection, competition law, and other pertinent rules is crucial. This includes
adherence to international trade commitments under the World Trade Organization’s
General Agreement on Trade in Services and other trade agreements. Implementation of
technical, legal, and organisational measures to prevent unauthorised access to personal
and non-personal data is also emphasised.
The legal aspects influencing the establishment and operation of common European data
spaces are multifaceted, shaping their purposes, goals, business structures, and technical
features. To navigate the legal landscape, the Data Spaces Support Centre proposes
considering legal issues across six areas: (1) Substantive rights and obligations pertinent to
data; (2) Data contracts; (3) Competition law; (4) Organisational aspects; (5) Techno-legal
interoperability; and (6) Regulatory aspects. The DSSC’s Data Spaces Start-up Kit provides
a checklist for considering relevant legal aspects when establishing a particular common
European data space and designing its data and organisational governance model.
For instance, the impact assessment study conducted by the European Commission for the
European Health Data Space (EHDS) explicitly outlines its commitment to coherence with
pertinent EU legislative frameworks. These include the General Data Protection Regulation
(GDPR), the Data Governance Act, the proposed Artificial Intelligence Act, the cybersecurity
regulatory framework, the electronic IDentification, Authentication and Trust Services
(eIDAS) regulation, the pharmaceutical regulatory framework, the Crossborder Healthcare
Directive, and the Medical Devices Regulation, in addition to international trade
commitments. The EHDS, while building upon the Data Governance Act (DGA) as a
horizontal framework, acknowledges its limitations in addressing the specificities of sensitive
data, such as health or genetic data. Consequently, the EHDS aims to consolidate
requirements and a technical framework tailored to the primary and secondary use of health
data, supplementing DGA rules with more detailed and practical considerations specific to
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health data. The EHDS also draws upon the Data Act proposal to establish standards and
specifications for data portability and interoperability, facilitating the technical and practical
feasibility of data portability and access linked to devices like medical devices and wellness
apps.
Effective governance, coupled with trust, assumes paramount significance, particularly in
scenarios spanning multiple sectoral boundaries where the collaboration of diverse
commons, communities, and actors is imperative. This is evident in use cases involving
thematic data spaces, such as the prospective Green Deal Data Space. Additionally, the EU
Data Space for Smart Communities, when linked with the Green Deal Data Space, must
consider the diverse cross-domain interactions encompassing areas like energy, mobility,
health, water and waste management. Similarly, interoperability between the European
Mobility Data Space (EMDS) and other data spaces, like Tourism or Industrial and
Manufacturing, necessitates accommodation for various data sources, services, and layers
of data curation, often separated by legal, institutional, infrastructural, and funding silos.
Common European data spaces must ensure inter-data space interoperability,
encompassing legal interoperability, to facilitate cross-sectoral data exchange and synergies
among multiple data space instances. This aligns with the vision of a federation of
interoperable data spaces outlined in the European strategy for data.

3.6. Existing Initiatives
The construction of data spaces does not start from scratch. Many piloting activities have
been already carried out internationally by different associations and organisations
interested in data sharing (see Table 4 for a sample of relevant initiatives) and there is also a
substantial wealth of practical knowledge in Europe concerning the key ingredients and
recipes for building data sharing ecosystems. Feasible architectural and governance
patterns have already been identified in the context of pilots, and in some cases turned into
technical or business specifications.

Initiative Description

GAIA-X14 Specification of a federated open data infrastructure based on
European values.

IDSA Reference
Architecture15

Reference architecture for international data spaces including a
governance model and adoption strategy.

FIWARE
Catalogue16

Open-source implementation of standards enabling the development
of portable and interoperable Smart Solutions.

S.O.L.I.D17 An open specification to enable participants to store their data securely
in decentralised data stores.

CEF Building
Blocks18

Building blocks providing basic digital services developed in the
context of the Connecting Europe Facility (CEF), an EU funding

18 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL
17 https://solidproject.org/
16 https://www.fiware.org/
15 https://internationaldataspaces.org
14 https://gaia-x.eu
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instrument.

OCEAN
Protocol19

Decentralised data exchange protocol enabling data owners and
consumers to publish, discover and consume data in a secure,
privacy-preserving fashion.

INSPIRE20
EU-wide, standards-based geospatial data sharing infrastructure built
on the legal requirements of the INSPIRE Directive, offering open
source-based components.

SIMPL21
Smart middleware developed within the DIGITAL programme that will
enable cloud-to-edge federations and support data initiatives and the
establishment of data spaces.
Table 5 - Sample of potentially relevant data sharing initiatives

European data spaces, as well as our project, should and will leverage these examples,
supported by the adoption of a design process based on the principle of composing and
assembling independently developed elements with clearly defined, and preferably
standardised, interfaces. Besides favouring reusability, such a strategy substantially reduces
development effort and time-to-market, as well as increase reliability by leveraging tried and
tested components. And this will also be the strategy approached by us.
The initiatives outlined in Table 5 exhibit a diverse range of characteristics, employing
various management and governance mechanisms, and emphasising distinct quality
attributes. This diversity offers a promising foundation for common European data spaces,
as existing implementations support a variety of conceptualization styles. For instance,
examining the technical architecture reveals centralised data catalogues that provide high
performance, auditability, and productivity features. Alternatively, federated data sharing
ecosystems, guided by algorithm-to-data and edge-computing principles, offer enhanced
control, scalability, and portability. Furthermore, fully decentralised systems, such as
blockchain-based or personal information management systems, prioritise transparency,
auditability, confidentiality, interoperability, and portability.

3.7. Dataspaces in the Context of the FUTURAL Project
In the FUTURAL project, the core idea is to learn from all these initiatives and implement the
Data Connectors according to the best practices in all these initiatives. We will create a
framework that allows data to be shared among Meta Platform participants in a trusted way,
even in decentralised systems (or cases). This requires solutions for finding the data
(catalogue / broker), for determining and defining the identities and access options (identity
and access management), for traceability (logging) and for standardised data transfer
(connectors such as EDC). An idea for the technical ecosystem could look like the one in
Figure 7.

21

https://digital-strategy.ec.europa.eu/en/news/simpl-cloud-edge-federations-and-data-spaces-made-si
mple

20 https://inspire.ec.europa.eu
19 https://oceanprotocol.com/

53

https://digital-strategy.ec.europa.eu/en/news/simpl-cloud-edge-federations-and-data-spaces-made-simple
https://digital-strategy.ec.europa.eu/en/news/simpl-cloud-edge-federations-and-data-spaces-made-simple
https://inspire.ec.europa.eu
https://oceanprotocol.com/


D4.1: Report on Metasearch Platform design, data governance

structure, and interoperability components.

Fig. 7 - Technical ecosystem22

In dataspaces, as shown in Figure 8, data is shared with one another via decentralised data
hubs and/or via data connectors. There are various providers on the market (nexyo, sovity,
etc.) but also open-source solutions that can be implemented (EDC, etc.). Data Assets must
be created in data hubs/connectors, and verifiable credentials and policies that regulate use
and access must be maintained. The resulting Data Offers can be traded. The actual
exchange of data takes place via the connectors peer-to-peer outside the data space only
for agreed purpose and based on the defined policies.

Fig. 8 - Our functional model

As data is considered an asset, Data Assets include a link to the data itself as well as
metadata. Via Policies, each Data Asset can be offered individually under one’s own
conditions by creating a Data Offer. In public, private, or restricted cases, it is then possible
for participants to see the data offered by other participants, to negotiate and to obtain them
while preserving the underlying values, as shown in Figure 9.

22

https://solid.iis.fraunhofer.de/SCS-DS-IoT/public/2023/solid%20symposium/potentials%20and%20limit
ations/Sebastian%20Bader_Potentials%20and%20Limitations%20of%20the%20Solid%20Approach.p
df
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Fig. 9 - Key steps in data exchange

Conclusion
In the Deliverable we presented the proposal for FUTURAL’s approach to the metasearch
platform. After a careful analysis of requirements coming from the supported services and
the user queries, we proposed an architecture segmented in two parts: the intelligence on
top, and the data integration below. The data integration will converge information coming
from Smart Solutions (data as well as metadata) in support of the search function, and our
proposal is to follow a data space (loose integration with data sovereignty and privacy
guarantees) approach. On top, the search service will be based on our Generative AI
approach with guarantees for several types of scenarios being proposed.
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